NASPO

"Q, ValuePoint
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PARTICIPATION IN NASPO VALUEPOINT MASTER AGREEMENTS
BY
GOVERNMENTAL UNITS IN THE STATE OF ILLINOIS

As the NASPO member from the State of [llinois, the Chief Procurement Officer for General
Services (CPO-GS) has authorized NASPO ValuePoint to make NASPO ValuePoint contracts
available to all authorized governmental units, except a governmental unit subject to the
jurisdiction of a chief procurement officer (CPO) established in Section 10-20 of the lllinois
Procurement Code, and qualified not-for-profit agencies in lllinois. Governmental units subject to
the jurisdiction of a CPO may participate in NASPO ValuePoint contracts as directed by the CPO and

the CPO-GS.

This notification was made in writing by email from the CPO-GS on December 27, 2018. The CPO-GS
runs a joint and cooperative purchasing program called the Unified Procurement Program or UPP.
Authorized governmental units and qualified not-for-profit agencies may utilize NASPO ValuePoint
contracts when the CPO-GS has executed a participating addendum for statewide use. A list of
gualified not-for-profit agencies may be found at
https://www2.illinois.gov/cms/agency/stateuse/Documents/ONFP_Agencies.pdf.

The State of lllinois notified NASPO ValuePoint that each authorized governmental unit that is not
subject to the jurisdiction of a CPO as identified above, including political subdivisions, have their
own procurement authority. They may execute ValuePoint participating addendums with any
current NASPO ValuePoint contractor provided the execution falls within the statutory procurement
authority of the authorized governmental unit.

Scanned copies of all executed participating addendums are to be sent by email in PDF format
to PA@NASPOValuePoint.org.

This authorization may be rescinded at any time by the CPO-GS.

Questions regarding this notice may be sent to the NASPO ValuePoint Cooperative Contract
Coordinator Team by email at CCC@naspovaluepoint.org.

Effective Date: January 2, 2019 (Via Email)
Jeff Holden, Cooperative Contract Coordinator
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NASPO* | A ValuePoint

NASPO ValuePoint
PARTICIPATING ADDENDUM

WIRELESS, DATA, VOICE AND ACCESSORIES
Led by the state of Utah

Master Agreement #: MA176
Contractor: T-MOBILE USA, INC.

Participating Entity: Kendall County Forest Preserve District, Kendall County, Illinois

1. Scope: This Participating Acgenaum {"FA") covers the NASFU valueroint wireless,
Data, Voice and Accessories Master Agreement No. MA176 led by the State of Utah, as amended
(“Master Agreement”) for use by state agencies and other entities, as provided in the Master
Agreement, and as more specifically detailed in Paragraph 2, “Participation,” below. There were
four categories included in the solicitation:

Category 1: Cellular Wireless Services

Category 2: Equipment and Accessories

Category 3: Turnkey Wireless and loT Solutions offered as a Product
Category 4: Alternative Wireless Transport Options

Contractor was awarded Categories 1, 2, 3A, and 3C.

Participating Entity has elected to participate in Categories 1, 2, 3A and 3C (unless indicated
otherwise)

Unless otherwise agreed to by the parties herein, this PA shall be coterminous with the Master
Agreement including any renewals or extensions to the Master Agreement.

2. Participation: This PA may be used by all state agencies, institutions of higher education,
political subdivisions and other entities who are authorized by the State Chief Procurement Official
or otherwise eligible to place orders against this PA (collectively “Purchasing Entities”). It will be
the responsibility of the Purchasing Entity to comply with any legal or regulatory provisions
applicable to the Purchasing Entity. A Purchasing Entity may issue individual releases (Purchase
Orders) against this PA on an as-needed basis.

3. PARTICIPATING ENTITY MODIFICATIONS OR ADDITIONS ARE: NOT APPLICABLE.

4, Order of Precedence: Except as specifically provided otherwise herein, this PA consists
of and precedence is established by the order of the following documents:

This PA; and
The Master Agreement (including the Master Agreement Order of Precedence established

in the NASPO ValuePoint Master Terms and Conditions).

5. [intentionally omitted]
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NASPO ValuePoint
PARTICIPATING ADDENDUM

WIRELESS, DATA, VOICE AND ACCESSORIES
Led by the state of Utah

6. Purchase Order Instructions: Any Purchase Order, Order or T-Mobile approved funding
document used to order Products and Services shall be in accordance with and subject to the
NASPO Master Agreement #MA176. As a pre-condition to ordering T-Mobile Services and
Products under the NASPO Master Agreement, T-Mobile will require Participating Entity to
provide a Purchase Order, Order or signed funding document.

7. Individual Customer:

Each state agency, political subdivision or other entity placing an order under this Participating
Addendum (“Purchasing Entity”), will be treated as if it was an Individual Customer. Except to the
extent modified in this Participating Addendum, each agency, political subdivision or other entity
will be responsible for compliance with the terms and conditions of the Master Agreement; and
they will have the same rights and responsibilities for their purchases as the Lead State has in
the Master Agreement. Each agency, political subdivision or other entity will be responsible for
its own charges, fees and liabilities. Each Purchasing Entity will have the same rights to any
indemnity or to recover any costs allowed in the contract for its purchases; and Contractor will
apply the charges to each Participating Entity individually. The Individual Customer agrees to the
terms of the Participating Addendum, including the disclosure of limited account information as
part of the contractual reporting requirements to NASPO ValuePoint and/or the Participating Entity
for purposes of monitoring the contract and calculating the administrative fee.

8. Primary Contacts: The primary contact individuals for this Participating Addendum are as
follows (or their named successors):

Contractor:

Name: David Bezzant, Vice President, T-Mobile For Government
Address: c/o T-Mobile USA, Inc., 12920 SE 38" Street, Bellevue, WA 98006
Telephone: | (425) 383-4000

Fax:
Email; David.Bezzant@T-Mobile.com

For Legal Notice to Contractor — send a copy to:

Name: Legal Department, T-Mobile USA, Inc.

c/o T-Mobile USA, Inc.,
12920 SE 38" Street, Bellevue, WA 98006

Address:
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NASPO ValuePoint
PARTICIPATING ADDENDUM

WIRELESS, DATA, VOICE AND ACCESSORIES
Led by the state of Utah

Participating Entity:
Name: Kendall County Forest Preserve District - David Guritz - Executive Director

Address: 110 W. Madison St, Yorkville, IL 60560

Telephone: |6305534025

Fax:

Email: dguritz@co.kendall.il.us

9. Software Terms and Conditions: Purchasing Entities that acquire software shall be subject
to the license agreements distributed with such software; however, in the event of a conflict in
language between an end user license agreement (EULA) and the Master Agreement, the
language in the Master Agreement will supersede and control. In addition, any language in a
EULA which violates a Purchasing Entity’s constitution, statute or other applicable law will be
deemed void, and of no force or effect, as applied to the Purchasing Entity.

10. Pursuant to Amendment No. 2 of Master Agreement No. MA176, upon execution of this
PA, the parties agree that this PA will supersede and replace any existing Participating
Addendum(s) executed by the Participating Entity under either: 1) the NASPO ValuePoint Master
Agreement #1907 between the State of Nevada and Contractor; or 2) the NASPO ValuePoint
Master Agreement #1907 between the State of Nevada and Sprint Solutions, Inc., (“Existing 1907
Participating Addendums”) as of this PA Effective Date, subject to the terms herein. The Existing
1907 Participating Addendums will be terminated in their entirety as of this PA Effective Date.

11. Technology Evolution:

11.1In the normal course of technology evolution and enhancement, T-Mobile continually
updates and upgrades its Services, Products and networks. In some instances, these
efforts will result in the need to ultimately replace or discontinue certain offerings or
technologies. In such event, T-Mobile will undertake such efforts in a customer-focused
and commercially reasonable manner. Accordingly and notwithstanding anything in the
PA to the contrary, T-Mobile reserves the right, in its sole discretion, after providing the
notice set forth in subsection 11.2 below, to (a) migrate Purchasing Entity to a mutually
agreed upon replacement technology unless, within the notice period described in
subsection 11.2 below, the Purchasing Entity opts to discontinue its Service, Product,
network standard, or technology; or (b) discontinue any Service, Product, network
standard, or technology without replacement without either party being in breach of the
PA or incurring early termination liability relating to the discontinuance of the affected
Service, Product, network standard, or technology.
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NASPO ValuePoint
PARTICIPATING ADDENDUM

WIRELESS, DATA, VOICE AND ACCESSORIES
Led by the state of Utah

11.2 If T-Mobile takes any action set forth in subsection 11.1 above, T-Mobile will provide no
less than 60 days’ advance notice reasonably designed to inform Purchasing Entity (if
affected) of such pending action. The form of T-Mobile’s notice may include providing
written notice to any address (a) T-Mobile uses for billing the Purchasing Entity, (b) set
forth in Purchasing Entity’s Order, or, if (a) or (b) are unavailable, (c) listed in the PA for
Participating Entity. Customer agrees that such notice is reasonable and sufficient
notice of T-Mobile’s pending action.

The parties have executed this Participating Addendum as of the date of final execution below
(“PA Effective Date”).

Participating Entity: Kendall County Forest Preserve | Contractor: T-Mobile USA, Inc.

District
Signature: Signature:
Printed Name: David Guritz Printed Name:
Title:  Executive Director Title:

Kendall County Forest Preserve District

Date: May 17, 2022 Date:

Reviewed and Acknowledged:

T-Mobile USA, Inc. CSCA Representative
[Additional signatures may be added if required by the Participating Entity]

For questions on the Participating Addendum or NASPO ValuePoint cooperative contracting
process, please contact the NASPO ValuePoint Cooperative Contract Coordinator assigned to
this Portfolio, as provided on this Portfolio’s webpage at www.naspovaluepoint.org or the NASPO
ValuePoint team at ccc@naspovaluepoint.org.

***Attach Exhibit 1 if necessary — Participating Entity Modifications or Additions***

Contractor - email a fully executed PDF copy of this document
to:PA@naspovaluepoint.org

To support documentation of participation and posting
in appropriate databases

Page 4 of 4
Kendali County Forest Preserve
NASPO PA (v01292021)

1396349

P74



DocuSign Envelope ID: E92D1967-A322-489B-A040-566E50455EE5

1.

voR W

10.

STATE OF UTAH COOPERATIVE CONTRACT

CONTRACTING PARTIES: This contract is between the Utah Division of Purchasing and the following Contractor:
T-Mobile USA, Inc.

Contract #: MA176-1

Name
12920 SE 38th Street

Street Address
Bellevue WA 98006-1350

City State Zip
Vendor # 94253A Commodity Code #: 72551. 91579 Legal Status of Contractor: For-Profit Corporation

Contact Name: David Bezzant Phone Number: +1 602-512-5006 Email: David Bezzant@T-Mobile.com

CONTRACT PORTFOLIO NAME: NASPO ValuePoint Wireless Data. Voice. and Accessories.
GENERAL PURPOSE OF CONTRACT: Wireless Data, Voice, and Accessories.
PROCUREMENT: This contract is entered into as a result of the procurement process on FY 2019, Solicitation# CJ18012
CONTRACT PERIOD: Effective Date: Mondav, July 01, 2019. Termination Date: Sunday. June 30, 2024 unless terminated early or
extended in accordance with the terms and conditions of this contract.
Administrative Fee (if any): 0.25% on Corporate/Government Responsible (CRU) accounts and 0.10% on all Individual Responsible (IR.
Prompt Payment Discount Details (if any): 5§ Year contract that may be extended an additional S years.
ATTACHMENT A: Master Terms and Conditions ATTACHMENT J: Award Category 3 Reporting Template
ATTACHMENT AA: Contractors Supplemental Terms and ATTACHMENT L: Network Technology Questionnaire
Conditions ATTACHMENT M: New Product Request Form
ATTACHMENT B: Scope of Work ATTACHMENT N: New Product Log
ATTACHMENT C: Cost Sheet ' ATTACHMENT §S: Security Disclosures
ATTACHMENT G: Plan Description ATTACHMENT V: Award Category Sheet
ATTACHMENT H: Award Category 1 Reporting Template ATTACHMENT W: Award Category Sheet
ATTACHMENT I: Award Category 2 Reporting Template
Any conflicts between Attachment A and the other Attachments will be resolved in favor of Attachment A.
DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED:
a. All other governmental laws, regulations, or actions applicable to the goods and/or services authorized by this contract.
b. Utah Procurement Code, Procurement Rules, and Contractor’s response to solicitation #CJ18012.
Each signatory below represents that he or she has the requisite authority to enter into this contract.
IN WITNESS WHEREQOF, the parties sign and cause this contract to be executed. Notwithstanding verbal or other representations by
the parties, the “Effective Date” of this Contract shall be the date provided within Section 5 above.
CONTRACTOR DIVISION OF PURCHASING
DaocuSigned by:
Jumes kv 7/17/2019 @S Aug 16, 2019
Contractors. signature Date Director, Division of Purchasing Date

Reviewed and Approved as to Form:

James Kirby vice President o

Type or Print Name and Title e 7/17/2019

TEMUTTIE USA, Inc. Legal Dept.

Internal Contract Tracking #: MA176-1 Solicitation #: CJ18012 Vendor #: 94253 A
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NASPO
ValuePoint

Attachment A:
NASPO ValuePoint Master Agreement Terms and Conditions

1. Master Agreement Order of Precedence

a. Any Order placed under this Master Agreement shall consist of the following documents:

(1) A Participating Entity’s Participating Addendum (“PA”);

(2) NASPO ValuePoint Master Agreement Terms & Conditions;

(3) A Purchase Order issued against the Master Agreement;

(4) The Specifications or Statement of Work;

{5) The Solicitation or, if separately executed after award, the Lead State’s bilateral agreement
that integrates applicable provisions;

(6) Contractor’s response to the Solicitation, as revised (if permitted) and accepted by the Lead
State, including Contractor’s Special Terms and Conditions, attached as Attachment AA.

b. These documents shall be read to be consistent and complementary. Any conflict among
these documents shall be resolved by giving priority to these documents in the order listed
above. Contractor terms and conditions that apply to this Master Agreement are only those
that are expressly accepted by the Lead State and must be in writing and attached to this
Master Agreement as an Exhibit or Attachment.

2. Definitions

Acceptance is defined by the applicable commercial code, except Acceptance shall not occur
before the completion of delivery in accordance with the Order, installation if required, and a
reasonable time for inspection of the Product.

Contractor means the person or entity delivering Products or performing Services under the
terms and conditions set forth in this Master Agreement.

Embedded Software means one or more software applications which permanently reside on a
computing device.

Inteliectual Property means any and all patents, copyrights, service marks, trademarks, trade
secrets, trade names, patentable inventions, or other similar proprietary rights, in tangible or
intangible form, and all rights, title, and interest therein.
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Lead State means the State centrally administering any resulting Master Agreement(s).

Master Agreement means the underlying agreement executed by and between the Lead State,
acting on behalf of the NASPO ValuePoint program, and the Contractor, as now or hereafter

amended.

NASPO ValuePoint is the cooperative contracting arm of the National Association of State
Procurement Officials (NASPO) a non-profit organization formed in 1947 to promote public
procurement throughout the country. NASPO ValuePoint facilitates administration of the
NASPO cooperative group contracting consortium of state chief procurement officials for the
benefit of state departments, institutions, agencies, and political subdivisions and other eligible
entities (i.e., colleges, school districts, counties, cities, some nonprofit organizations, etc.) for all
states, the District of Columbia, and territories of the United States. NASPO ValuePoint is
identified in the Master Agreement as the recipient of reports and the NASPO ValuePoint
administrative fee; and may perform contract administration functions relating to collecting
and receiving reports and fees, as well as other contract administration functions as assigned by

the Lead State.

Order or Purchase Order means any purchase order, sales order, contract or other document
used by a Purchasing Entity to order the Services and/or Products.

Participating Addendum means a bilateral agreement executed by a Contractor and a
Participating Entity incorporating this Master Agreement and any other additional Participating
Entity specific language or other requirements, e.g. ordering procedures specific to the
Participating Entity, entity-specific terms and conditions, etc.

Participating Entity means a state, or other legal entity, properly authorized to enter into a
Participating Addendum.

Participating State means a state, the District of Columbia, or one of the territories of the
United States that is listed in the Request for Proposal as intending to participate. Upon
execution of the Participating Addendum, a Participating State becomes a Participating Entity;
however, a Participating State listed in the Request for Proposal is not required to participate
through execution of a Participating Addendum.

Products means any equipment, software (including Embedded Software), documentation, or
other deliverable supplied or created by the Contractor pursuant to this Master Agreement.

Purchasing Entity means a state (as well as the District of Columbia and U.S. territories), city,
county, district, other political subdivision of a State, and a nonprofit organization under the
laws of some states authorized to place an Order under the terms of this Master Agreement,
that issues a Purchase Order against this Master Agreement.
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Services mean wireless service plans and related installation and maintenance services or other
solutions.

NASPO ValuePoint Program Provisions

3. Term of the Master Agreement

a. The initial term of this Master Agreement is for Five (5) years. This Master Agreement may be
extended beyond the original contract period for up to Five (5) additional years at the Lead
State’s discretion and by mutual agreement and upon review of requirements of Participating
Entities, current market conditions, and Contractor performance.

b. The Master Agreement may be extended for a reasonable period of time in adherence to the
Lead State’s Procurement Code, if in the judgment of the Lead State a follow-on, competitive
procurement will be unavoidably delayed (despite good faith efforts) beyond the planned date
of execution of the follow-on master agreement. This subsection shall not be deemed to limit
the authority of a Lead State under its state law otherwise to negotiate contract extensions.

4, Amendments

The terms of this Master Agreement shall not be waived, altered, modified, supplemented or
amended in any manner whatsoever without prior written agreement of the Lead State and
Contractor.

5. Participants and Scope

a. Contractor may not deliver Products and perform Services under this Master Agreement until
a Participating Addendum acceptable to the Participating Entity and Contractor is executed;
unless another method of ordering is authorized by NASPO ValuePoint. The NASPO ValuePoint
Master Agreement Terms and Conditions are applicable to any Order by a Purchasing Entity,
except to the extent altered, modified, supplemented or amended by a Participating
Addendum or Purchase Order. By way of illustration and not limitation, this authority may
apply to unique delivery and invoicing requirements, confidentiality requirements, defaults on
Orders, governing law and venue relating to Orders by a Participating Entity, indemnification,
and insurance requirements. Statutory or constitutional requirements relating to availability of
funds may require specific language in some Participating Addenda in order to comply with
applicable law. The expectation is that these alterations, modifications, supplements, or
amendments will be addressed in the Participating Addendum or, with the consent of the
Purchasing Entity and Contractor, may be included in the ordering document (e.g. purchase
order or contract) used by a Purchasing Entity to place the Order.

b. Use of specific NASPO ValuePoint cooperative Master Agreements by state agencies, political

subdivisions and other Participating Entities (including cooperatives) authorized by individual
state’s statutes to use state contracts are subject to the approval of the respective State Chief

3
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Procurement Official. Issues of interpretation and eligibility for participation are solely within
the authority of the respective State Chief Procurement Official.

¢. Obligations under this Master Agreement are limited to those Participating Entities who have
signed a Participating Addendum and Purchasing Entities within the scope of those Participating
Addenda. States or other entities permitted to participate may use an informal competitive
process to determine which Master Agreements to participate in through execution of a
Participating Addendum. Financial obligations of Participating Entities who are states are
limited to the orders placed by the departments or other state agencies and institutions having
available funds. Participating Entities who are states incur no financial obligations on behalf of
other Purchasing Entities. Contractor shall email a fully executed PDF copy of each Participating
Addendum to PA@naspovaluepoint.org to support documentation of participation and posting
in appropriate data bases.

d. NASPO Cooperative Purchasing Organization LLC, doing business as NASPO ValuePoint, is not
a party to the Master Agreement. It is a nonprofit cooperative purchasing organization
assisting states in administering the NASPO cooperative purchasing program for state
government departments, institutions, agencies and political subdivisions {e.g., colleges, school
districts, counties, cities, etc.) for all 50 states, the District of Columbia and the territories of the

United States.

e. Participating Addenda shall not be construed to amend the following provisions in this
Master Agreement between the Lead State and Contractor that prescribe NASPO ValuePoint
Program requirements: Term of the Master Agreement; Amendments; Participants and Scope;
Administrative Fee; NASPO ValuePoint Summary and Detailed Usage Reports; NASPO
ValuePoint Cooperative Program Marketing and Performance Review; Right to Publish; Price
and Rate Guarantee Period; and Individual Customers. Any such language shall be void and of

no effect.

f. Participating Entities who are not states may under some circumstances sign their own
Participating Addendum, subject to the consent to participation by the Chief Procurement
Official of the state where the Participating Entity is located. Coordinate requests for such
participation through NASPO ValuePoint. Any permission to participate through execution of a
Participating Addendum or placement of a Purchase Order is not a determination that
procurement authority exists in the Participating Entity; each entity must ensure that they have
the requisite procurement authority to execute a Participating Addendum or place an order
under the Master Agreement.

g. Resale. “Resale” means any payment in exchange for transfer of tangible goods, software, or
assignment of the right to services. Subject to any specific conditions included in the solicitation
or Contractor’s proposal as accepted by the Lead State, or as explicitly permitted in a
Participating Addendum, Purchasing Entities may not resell Products and Services (the
definition of which includes services that are deliverables). Absent any such condition or
explicit permission, this limitation does not prohibit: transfer between public agencies;

4
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payments by employees of a Purchasing Entity for Products or Services; sales of Products to the
general public as surplus property; and fees associated with inventory transactions with other
governmental or nonprofit entities and consistent with a Purchasing Entity’s laws and
regulations. Any sale or transfer permitted by this subsection must be consistent with license
rights granted for use of intellectual property.

6. Administrative Fees

a. The Contractor shall pay to NASPO ValuePoint, or its assignee, a NASPO ValuePoint
Administrative Fee of 0.25% on Corporate/Government Responsible (CRU) accounts and 0.10%
on all Individual Responsible (IRU) accounts no later than sixty (60) days following the end of
each calendar quarter. The NASPO ValuePoint Administrative Fee shall be submitted quarterly
and is based on all sales of Products and Services for both Corporate/Government Responsible
(CRU) and Individual Response (IRU) accounts under the Master Agreement (less any charges
for taxes or shipping). The NASPO ValuePoint Administrative Fee is not negotiable. This fee is to
be included as part of the pricing submitted with proposal.

b. Additionally, some states may require an additional fee be paid directly to the state only on
purchases made by Purchasing Entities within that state. For all such requests, the fee level,
payment method and schedule for such reports and payments will be incorporated into the
Participating Addendum that is made a part of the Master Agreement. The Contractor may
adjust the Master Agreement pricing accordingly for purchases made by Purchasing Entities
within the jurisdiction of the state. All such agreements shall not affect the NASPO ValuePoint
Administrative Fee percentage or the prices paid by the Purchasing Entities outside the
jurisdiction of the state requesting the additional fee. The NASPQ ValuePoint Administrative
Fee in subsection 6a shall be based on the gross amount of all sales (less any charges for taxes
or shipping) at the adjusted prices (if any) in Participating Addenda.

7. NASPO ValuePoint Summary and Detailed Usage Reports

In addition to other reports that may be required by this solicitation, the Contractor shall
provide the following NASPO ValuePoint reports.

a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to NASPO
ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee Reporting Tool
found at http://calculator.naspovaluepoint.org. Any/all sales made under this Master
Agreement shall be reported as cumulative totals by state for Government Responsible
accounts. A separate report shall be submitted and reported as cumulative totals by state for
Individual Responsible (IRU) accounts. Even if Contractor experiences zero sales during a
calendar quarter, a report is still required. Reports shall be due no later than forty-five (45) days
following the end of the calendar quarter (as specified in the reporting tool).

b. Detailed Sales Data. Contractor shall also report detailed sales data using the format

provided in Attachments H, |, ] and K. Reports are due on a quarterly basis and must be
received by the Lead State and NASPO ValuePoint no later than forty-five (45) days after the
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end of the reporting period. Reports shall be delivered to the Lead State and to NASPO
ValuePoint electronically through a designated portal, email, CD-ROM, flash drive or other
method as determined by the Lead State and NASPO ValuePoint. Detailed sales data reports
shall include sales information for all sales under this Master Agreement.

¢. Reportable sales for the summary sales data report and detailed sales data report includes
sales to employees for personal use where authorized by the solicitation and the Participating
Addendum. Report data for employees should be limited to ONLY the state and entity they are
participating under the authority of (state and agency, city, county, school district, etc.) and the
amount of sales. No personal identification numbers, e.g. names, addresses, social security
numbers or any other numerical identifier, may be submitted with any report.

d. Contractor shall provide NASPQO ValuePoint with an executive summary each quarter that
includes, at a minimum, a list of states with an active Participating Addendum, states that
Contractor is in negotiations with and any Participating Addendum roll out or implementation
activities and issues. NASPO ValuePaint and Contractor will determine the format and content
of the executive summary. The executive summary is due forty-five (45) days after the

conclusion of each calendar quarter.

e. Timely submission of these reports is a material requirement of the Master Agreement. The
recipient of the reports shall have exclusive ownership of the media containing the

reports. The Lead State and NASPO ValuePoint shall have a perpetual, irrevocable, non-
exclusive, royalty free, transferable right to display, modify, copy, and otherwise use reports,
data and information provided under this section.

8. NASPO ValuePoint Cooperative Program Marketing, Training, and Performance
Review

a. Contractor agrees to work cooperatively with NASPO ValuePoint personnel. Contractor
agrees to present plans to NASPO ValuePoint for the education of Contractor’s contract
administrator(s) and sales/marketing workforce regarding the Master Agreement contract,
including the competitive nature of NASPO ValuePoint procurements, the Master Agreement
and participating addendum process, and the manner in which qualifying entities can
participate in the Master Agreement.

b. Contractor agrees, as Participating Addendums become executed, if requested by
ValuePoint personnel, to provide plans to launch the program within the participating state.
Plans will include time frames to launch the agreement and confirmation that the Contractor’s
website has been updated to properly reflect the contract offer as available in the participating

state.

c. Contractor agrees, absent anything to the contrary outlined in a Participating Addendum, to
consider customer proposed terms and conditions, as deemed important to the customer, for
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possible inclusion into the customer agreement. Contractor will ensure that their sales force is
aware of this contracting option.

d. Contractor agrees to participate in an annual contract performance review at a location
selected by the Lead State and NASPO ValuePoint, which may include a discussion of marketing
action plans, target strategies, marketing materials, as well as Contractor reporting and
timeliness of payment of administration fees.

e. Contractor acknowledges that the NASPO ValuePoint logos may not be used by Contractor in
sales and marketing until a logo use agreement is executed with NASPO ValuePoint.

f. The Lead State expects to evaluate the utilization of the Master Agreement at the annual
performance review. Lead State may, in its discretion, cancel the Master Agreement pursuant
to section 27, or not exercise an option to renew, when Contractor utilization does not warrant
further administration of the Master Agreement. The Lead State may exercise its right to not
renew the Master Agreement if vendor fails to record or report revenue for three consecutive
quarters, upon 60-calendar day written notice to the Contractor. Cancellation based on nonuse
or under-utilization will not occur sooner than one year after award (or execution if later) of the
Master Agreement. This subsection does not limit the discretionary right of either the Lead
State or Contractor to cancel the Master Agreement pursuant to section 27 or to terminate for
default pursuant to section 29.

g. Contractor agrees to notify the Lead State and NASPO ValuePoint of any contractual most-
favored-customer provisions in any public sector contracts or Cooperative Purchasing
Agreements that will adversely affect the promotion of this Master Agreement or whose terms
specifically provide for material adjustments to future rates or pricing based on rates, pricing in,
or Orders from this Master Agreement. Upon request of the Lead State or NASPO ValuePoint,
Contractor shall provide a copy of any such provisions, subject to any applicable confidentiality
obligations.

9. Right to Publish

Throughout the duration of this Master Agreement, Contractor must secure from the Lead State
prior approval for the release of information that pertains to the potential work or activities
covered by the Master Agreement. This limitation does not preclude publication about the award
of the Master Agreement or marketing activities consistent with any proposed and accepted
marketing plan. The Contractor shall not make any representations of NASPO ValuePoint’s
opinion or position as to the quality or effectiveness of the Services that are the subject of this
Master Agreement without prior written consent. Failure to adhere to this requirement may
result in termination of the Master Agreement for cause.

10. Price and Rate Guarantee Period

All prices and rates must be guaranteed for the initial term of the Master Agreement. Following
the initial Master Agreement period, any request for price or rate adjustment must be for an
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equal guarantee period, and must be made at least (90 Days) days prior to the effective date.
Requests for price or rate adjustment must include sufficient documentation supporting the
request. Any adjustment or amendment to the Master Agreement shall not be effective unless
approved by the Lead State. No retroactive adjustments to prices or rates will be allowed.

11. Individual Customers

Except to the extent modified by a Participating Addendum or Purchase Order, each Purchasing
Entity shall follow the terms and conditions of the Master Agreement and applicable
Participating Addendum and will have the same rights and responsibilities for their purchases
as the Lead State has in the Master Agreement, including but not limited to, any indemnity or
right to recover any costs as such right is defined in the Master Agreement and applicable
Participating Addendum for their purchases. Each Purchasing Entity will be responsible for its
own charges, fees, and liabilities. The Contractor will apply the charges and invoice each

Purchasing Entity individually.

Administration of Orders

12. Ordering

a. Master Agreement order and purchase order numbers shall be clearly shown on all
acknowledgments, shipping labels, packing slips, invoices, and on all correspondence.

b. Purchasing Entities may define entity or project-specific requirements and informally
compete the requirement among companies having a Master Agreement on an “as needed”
basis. This procedure may also be used when requirements are aggregated or other firm
commitments may be made to achieve reductions in pricing. This procedure may be modified
in Participating Addenda and adapted to the Purchasing Entity’s rules and policies. The
Purchasing Entity may in its sole discretion determine which Master Agreement Contractors
should be solicited for a quote. The Purchasing Entity may select the quote that it considers
most advantageous, cost and other factors considered.

c. Each Purchasing Entity will identify and utilize its own appropriate purchasing procedure and
documentation. Contractor is expected to become familiar with the Purchasing Entities’ rules,
policies, and procedures regarding the ordering of Products and/or Services contemplated by

this Master Agreement.

d. Contractor shall not begin work without a valid Purchase Order or other appropriate
commitment document under the law of the Purchasing Entity.

e. Orders may be placed consistent with the terms of this Master Agreement during the term of
the Master Agreement.

f. All Orders pursuant to this Master Agreement, at a minimum, shall include:
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(1) The Services or supplies being delivered;

(2) The place and requested time of delivery;

(3) A billing address;

(4) The name, phone number, and address of the Purchasing Entity representative;

(5) The price per hour or other pricing elements consistent with this Master Agreement
and the contractor’s proposal;

(6) A ceiling amount of the order for Services being ordered; and

(7) The Master Agreement identifier.

g. All communications concerning administration of Orders placed shall be furnished solely to
the authorized purchasing agent within the Purchasing Entity’s purchasing office, or to such
other individual identified in writing in the Order.

h. Orders must be placed pursuant to this Master Agreement prior to the termination date
thereof, but may have a delivery date or performance period up to 120 days past the then-
current termination date of this Master Agreement. Contractor is reminded that financial
obligations of Purchasing Entities payable after the current applicable fiscal year are contingent
upon agency funds for that purpose being appropriated, budgeted, and otherwise made
available.

i. Notwithstanding the expiration, cancellation or termination of this Master Agreement,
Contractor agrees to perform in accordance with the terms of any Orders then outstanding at
the time of such expiration or termination. Contractor shall not honor any Orders placed after
the expiration, cancellation or termination of this Master Agreement, or otherwise inconsistent
with its terms. Orders from any separate indefinite quantity, task orders, or other form of
indefinite delivery order arrangement priced against this Master Agreement may not be placed
after the expiration or termination of this Master Agreement, notwithstanding the term of any
such indefinite delivery order agreement.

13. Shipping and Delivery

a. The prices are the delivered price to any Purchasing Entity. All deliveries shall be F.O.B.
destination, freight pre-paid, with all transportation and handling charges paid by the
Contractor. Responsibility and liability for loss or damage shall remain the Contractor’s until
final inspection and acceptance when responsibility shall pass to the Purchasing Entity except as
to latent defects, fraud and Contractor’s warranty obligations. The minimum shipment
amount, if any, will be found in the special terms and conditions. Any order for less than the
specified amount is to be shipped with the freight prepaid and added as a separate item on the
invoice. Any portion of an Order to be shipped without transportation charges that is back
ordered shall be shipped without charge.

b. All deliveries will be “Inside Deliveries” as designated by a representative of the Purchasing
Entity placing the Order. Inside Delivery refers to a delivery to other than a loading dock, front
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lobby, or reception area. Specific delivery instructions will be noted on the order form or
Purchase Order. Any damage to the building interior, scratched walls, damage to the freight
elevator, etc., will be the responsibility of the Contractor. If damage does occur, it is the
responsibility of the Contractor to immediately notify the Purchasing Entity placing the Order.

c. All products must be delivered in the manufacturer’s standard package. Costs shall include all
packing and/or crating charges. Cases shall be of durable construction, good condition, properly
labeled and suitable in every respect for storage and handling of contents. Each shipping carton
shall be marked with the commodity, brand, quantity, item code number and the Purchasing

Entity’s Purchase Order number.

14. Laws and Regulations

Any and all Services offered and furnished shall comply fully with all applicable Federal and
State laws and regulations.

15. Inspection and Acceptance

a. Where the Master Agreement or an Order does not otherwise specify a process for
inspection and Acceptance, this section governs. This section is not intended to limit rights and

remedies under the applicable commercial code.

b. All Products are subject to inspection at reasonable times and places before Acceptance.
Products that do not meet specifications may be rejected. Failure to reject upon receipt,
however, does not relieve the contractor of liability for material (nonconformity that
substantial impairs value) latent or hidden defects subsequently revealed when goods are put
to use. Acceptance of such goods may be revoked in accordance with the provisions of the
applicable commercial code, and the Contractor is liable for any resulting expense incurred by
the Purchasing Entity related to the preparation and shipping of Product rejected and returned,

or for which Acceptance is revoked.

c. If any Services do not conform to contract requirements, the Purchasing Entity may require
the Contractor to perform the Services again in conformity with contract requirements, at no
increase in Order amount. When defects cannot be corrected by re-performance, the
Purchasing Entity may require the Contractor to take necessary action to ensure that future
performance conforms to contract requirements; and reduce the contract price to reflect the
reduced value of Services performed with agreement by Contractor.

d. The warranty period shall begin upon Acceptance.

e. Acceptance Testing may be explicitly set out in a Master Agreement to ensure conformance
to an explicit standard of performance. Acceptance Testing means the process set forth in the
Master Agreement for ascertaining that the Product or Service meets the standard of
performance prior to Acceptance by the Purchasing Entity. If Acceptance Testing is prescribed,
this subsection applies to applicable Products or Services purchased under this Master
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Agreement, including any additional, replacement, or substitute Product(s) or Service(s) and
any Product(s) or Service(s) which are modified by or with the written approval of Contractor
after Acceptance by the Purchasing Entity. The Acceptance Testing period shall be thirty (30)
calendar days or other time period identified in this Master Agreement or the Participating
Addendum, starting from the day after the Product or Service is delivered or, if installed, the
day after the Product or Service is installed and Contractor certifies that the Product or Service
is ready for Acceptance Testing. If the Product or Service does not meet the standard of
performance during the initial period of Acceptance Testing, Purchasing Entity may, at its
discretion, continue Acceptance Testing on a day-to-day basis until the standard of
performance is met. Upon rejection, the Contractor will have thirty (30) calendar days to cure
the standard of performance issue(s), unless another time frame is agreed upon by the
Purchasing Entity and Contractor in writing. If after the cure period, the Product or Service still
has not met the standard of performance, the Purchasing Entity may, at its option: (a) declare
Contractor to be in breach and terminate the Order; (b} demand replacement Product or
Service from Contractor at no additional cost to Purchasing Entity; or, (c) continue the cure
period for an additional time period agreed upon by the Purchasing Entity and the Contractor.
Contractor shall pay all costs related to the preparation and shipping of Product or Service
returned pursuant to the section. No Product or Service shall be deemed Accepted and no
charges shall be paid until the standard of performance is met. The warranty period shall begin
upon Acceptance.

16. Payment

Payment after Acceptance is normally made within 30 days following the date the entire order
is delivered or the date a correct invoice is received, whichever is later. After 45 days the
Contractor may assess overdue account charges up to a maximum rate of one percent per
month on the outstanding balance, unless a different late payment amount is specified in a
Participating Addendum, Order, or otherwise prescribed by applicable law. Payments will be
remitted by mail. Payments may be made via a State or political subdivision “Purchasing Card”
with no additional charge.

17. Warranty

The Contractor warrants that the Product shall be delivered new and in original manufacturer’s
packaging. Because the Contractor is not the manufacturer of the Product, it provides the
Product “as-is” and agrees to pass through the standard device manufacturer warranty
(generally, 12 months) to the Purchasing Entity. The rights and remedies of the parties under
this warranty are in addition to any other rights and remedies of the parties provided by law or
equity.

18. Title of Product

Upon Acceptance by the Purchasing Entity, Contractor shall convey to Purchasing Entity title to
the Product free and clear of all liens, encumbrances, or other security interests. Transfer of
title to the Product shall include an irrevocable and perpetual license to use any Embedded
Software in the Product. if Purchasing Entity subsequently transfers title of the Product to
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another entity, Purchasing Entity shall have the right to transfer the license to use the
Embedded Software with the transfer of Product title, subject to any license provisions or
acceptable use policies related to any Embedded Software. A subsequent transfer of this
software license shall be at no additional cost or charge to either Purchasing Entity or

Purchasing Entity’s transferee.
19. License of Pre-Existing Intellectual Property

Contractor grants to the Purchasing Entity a non-exclusive, fully paid, royalty free, perpetual
license to use the Product to achieve the purposes of the Master Agreement.

General Provisions

20. Insurance

a. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the term of
this Master Agreement, maintain in full force and effect, the insurance described in this section.
Contractor shall acquire such insurance from an insurance carrier or carriers licensed to
conduct business in each Participating Entity’s state and having a rating of A-, Class VIl or
better, in the most recently published edition of A.M. Best’s Insurance Reports. Failure to buy
and maintain the required insurance may result in this Master Agreement’s termination or, at a
Participating Entity’s option, result in termination of its Participating Addendum.

b. Coverage shall be written on an occurrence basis. The minimum acceptable limits shall be as
indicated below:

(1) Commercial General Liability covering premises operations, independent
contractors, products and completed operations, blanket contractual liability, personal
injury (including death), advertising liability, and property damage, with a limit of not
less than $1 million per occurrence/$2 million general aggregate;

(2) Contractor must comply with any applicable State Workers Compensation and
Employers Liability Insurance requirements.

c. Contractor shall pay premiums on all insurance policies. Contractor shall provide notice to a
Participating Entity who is a state within five (5) business days after Contractor is first aware of
expiration, cancellation or nonrenewal of such policy or is first aware that canceilation is
threatened or expiration, nonrenewal or expiration otherwise may occur.

d. Prior to commencement of performance, Contractor shall provide to the Lead State a written
endorsement to the Contractor’s general liability insurance policy or other documentary
evidence acceptable to the Lead State that (1) names the Participating States identified in the
Request for Proposal as additional insureds, (2) provides that written notice of cancellation
shall be delivered in accordance with the policy provisions, and (3) provides that the

12

P87



DocuSign Envelope ID: E92D1967-A322-489B-A040-566E50455EES

Contractor’s liability insurance policy shall be primary, with any liability insurance of any
Participating State as secondary and noncontributory. Unless otherwise agreed in any
Participating Addendum, other state Participating Entities’ rights and Contractor’s obligations
are the same as those specified in the first sentence of this subsection except the endorsement
is provided to the applicable state.

e. Contractor shall furnish to the Lead State copies of certificates of all required insurance in a
form sufficient to show required coverage within thirty (30) calendar days of the execution of
this Master Agreement and prior to performing any work. Copies of renewal certificates of all
required insurance shall be furnished within thirty (30) days after any renewal date to the
applicable state Participating Entity. Failure to provide evidence of coverage may, at the sole
option of the Lead State, or any Participating Entity, result in this Master Agreement'’s
termination or the termination of any Participating Addendum, respectively.

f. Coverage and limits shall not limit Contractor’s liability and obligations under this Master
Agreement, any Participating Addendum, or any Purchase Order.

21. Records Administration and Audit

a. The Contractor shall maintain books, records, documents, and other evidence pertaining to
this Master Agreement and Orders placed by Purchasing Entities under it to the extent and in
such detail as shall adequately reflect performance and administration of payments and fees.
Contractor shall permit the Lead State, a Participating Entity, a Purchasing Entity, the federal
government {including its grant awarding entities and the U.S. Comptroller General), and any
other duly authorized agent of a governmental agency, to audit, inspect, examine, copy and/or
transcribe Contractor's books, documents, papers and records directly pertinent to this Master
Agreement or orders placed by a Purchasing Entity under it for the purpose of making audits,
examinations, excerpts, and transcriptions. This right shall survive for a period of five (5) years
following termination of this Agreement or final payment for any order placed by a Purchasing
Entity against this Agreement, whichever is later, or such longer period as is required by the
Purchasing Entity’s state statutes, to assure compliance with the terms hereof or to evaluate
performance hereunder.

b. Without limiting any other remedy available to any governmental entity, the Contractor shall
reimburse the Lead State, or Purchasing Entity for any overpayments inconsistent with the
terms of the Master Agreement or Orders or the Purchasing Entity or NASPO ValuePoint for
underpayment of Contractor’s Administrative Fees.

c. The rights and obligations herein exist in addition to any quality assurance obligation in the
Master Agreement requiring the Contractor to self-audit contract obligations and that permits
the Lead State to review compliance with those obligations. Contractor agrees to keep and
maintain full, true, and complete billing records, books, and documents as practicable to
disclose to the Lead State or their authorized representatives, upon audits, sufficient
information to reasonably determine compliance with this Master Agreement and all state
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regulations and statutes. Except where an audit is mandated through legislative or executive
action or direction, Lead State shall not perform such audits more than one time per calendar
year (including reasonable follow-up). For any audit performed, the Lead State will provide
reasonable notice (at least 10 business days) in advance of its review of directly related billing
records, books, and documents to Contractor’s obligations under this Master Agreement.
These audit records are subject to confidentiality obligations by the Lead State or any third-
party agent performing this audit on behalf of the Lead State. Any third-party auditor audit
shall be subject to prior approval by Contractor (which shall not be unreasonably withheld), and
the third-party auditor may be required at Contractor's sole discretion to execute the
Contractor's standard non-disclosure agreement prior to examining, inspecting, copying or
auditing Contractor's records. Such non-disclosure agreement shall not prohibit disclosure to
the Lead State or discussion between the third-party auditor and the Lead State for the

purposes of performing an audit.
22. Confidentiality, Non-Disclosure, and Injunctive Relief

a. Confidentiality. The parties acknowledge that they and their employees or agents may, in the
course of performing under this Master Agreement, be exposed to or acquire information that
is confidential or proprietary to the other party. Any and all information of any form that is
marked as confidential or proprietary or would by its nature be deemed confidential or
proprietary, including, but not limited to, (1) business records, (2) personnel records, and (3)
personally identifying information, shall be considered confidential or proprietary information.
Any reports or other documents or items (including software) that result from the use of the
confidential or proprietary information by a party shall be treated in the same manner as the
confidential or proprietary information. Confidential or proprietary information does not
include information that (1) is or becomes publicly known; (2} is rightfully in a party’s
possession without the obligation of nondisclosure prior to the time of its disclosure under this
Master Agreement; or (3) is disclosed with the written consent of the other party. Pursuant to
relevant public records law, information or documents the Lead State or Purchasing Entity
receives from Contractor may be open to public inspection and copying. The Lead State or
Purchasing Entity may have the duty to disclose unless a particular record falls within an
exemption. Contractor may label specific documents or verbally indicate in presentations or
meetings, including specific portions thereof, as a “confidential” or “proprietary” in accordance
with relevant public records law.

b. Non-Disclosure. Contractor shall hold Confidential information in confidence, using at least
the industry standard of confidentiality, and shall not copy, reproduce, sell, assign, license,
market, transfer or otherwise dispose of, give, or disclose Confidential Information to third
parties or use Confidential Information for any purposes whatsoever other than what is
necessary to the performance of Orders placed under this Master Agreement. Contractor shall
advise each of its employees and agents of their obligations to keep Confidential Information
confidential. Contractor shall use commercially reasonable efforts to assist Purchasing Entity in
identifying and preventing any unauthorized use or disclosure of any Confidential Information.
Without limiting the generality of the foregoing, Contractor shall advise Purchasing Entity,
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applicable Participating Entity, and the Lead State immediately if Contractor learns or has
reason to believe that any person who has had access to Confidential Information has violated
or intends to violate the terms of this Master Agreement, and Contractor shall at its expense
cooperate with Purchasing Entity in seeking injunctive or other equitable relief in the name of
Purchasing Entity or Contractor against any such person. Except as directed by Purchasing
Entity, Contractor will not at any time during or after the term of this Master Agreement
disclose, directly or indirectly, any Confidential Information to any person, except in accordance
with this Master Agreement, and that upon termination of this Master Agreement or at
Purchasing Entity’s request, Contractor shall turn over to Purchasing Entity all documents,
papers, and other matter in Contractor's possession that embody Confidential Information.
Notwithstanding the foregoing, Contractor may keep one copy of such Confidential Information
necessary for quality assurance, audits and evidence of the performance of this Master
Agreement.

c. Injunctive Relief. Contractor acknowledges that breach of this section, including disclosure of
any Confidential Information, will cause irreparable injury to Purchasing Entity that is
inadequately compensable in damages. Accordingly, Purchasing Entity may seek and obtain
injunctive relief against the breach or threatened breach of the foregoing undertakings, in
addition to any other legal remedies that may be available. Contractor acknowledges and
agrees that the covenants contained herein are necessary for the protection of the legitimate
business interests of Purchasing Entity and are reasonable in scope and content.

d. Public Disclosure Laws. These provisions shall be applicable only to the extent they are not in
conflict with the applicable public records law of the Lead State or Purchasing Entity.

e. The rights granted Purchasing Entities and Contractor obligations under this section
shall also extend to the NASPO ValuePoint’s Confidential Information, defined to include
Participating Addenda, as well as Orders or transaction data relating to Orders under
this Master Agreement that identify the entity/customer, Order dates, line item
descriptions and volumes, and prices/rates. This provision does not apply to disclosure
to the Lead State, a Participating State, or any governmental entity exercising an audit,
inspection, or examination pursuant to section 21. To the extent permitted by law,
Contractor shall notify the Lead State of the identify of any entity seeking access to the
Confidential Information described in this subsection.

23. Public Information

This Master Agreement and all related documents are subject to disclosure pursuant to the
Purchasing Entity’s public records laws.

24. Assignment/Subcontracts

a. Contractor shall not assign, sell, transfer, subcontract or sublet rights, or delegate
responsibilities under this Master Agreement, in whole or in part, without the prior written
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approval of the Lead State. Such approval shall not be unreasonably withheld. Notwithstanding
the foregoing, prior written approval of the Lead State is not necessary for changes in control of
T-Mobile, including mergers or acquisitions, or for subcontracts necessary to support

Contractor’s regular operations.

b. The Lead State reserves the right to assign any rights or duties, including written assignment
of contract administration duties to NASPO ValuePoint and other third parties.

25. Changes in Contractor Representation

The Contractor must notify the Lead State of changes in the Contractor’s key administrative
personnel managing the Master Agreement in writing within 10 calendar days of the change. The
Lead State reserves the right to approve changes in key personnel, as identified in the
Contractor’s proposal. The Contractor agrees to propose replacement key personnel having
substantially equal or better education, training, and experience as was possessed by the key
person proposed and evaluated in the Contractor’s proposal.

26. Independent Contractor

The Contractor shall be an independent contractor. Contractor shall have no authorization,
express or implied, to bind the Lead State, Participating States, other Participating Entities, or
Purchasing Entities to any agreements, settlements, liability or understanding whatsoever, and
agrees not to hold itself out as agent except as expressly set forth herein or as expressly agreed

in any Participating Addendum.

27. Cancellation

Unless otherwise stated, this Master Agreement may be canceled by either party upon 60 days
written notice prior to the effective date of the cancellation. Further, any Participating Entity
may cancel its participation upon 30 days written notice, unless otherwise limited or stated in
the Participating Addendum. Cancellation may be in whole or in part. Any cancellation under
this provision shall not affect the rights and obligations attending orders outstanding at the
time of cancellation, including any right of a Purchasing Entity to indemnification by the
Contractor, rights of payment for Products or Services delivered and accepted, rights attending
any warranty or default in performance in association with any Order, and requirements for

records administration and audit.

28. Force Majeure

Neither party to this Master Agreement shall be held responsible for delay or default caused by
fire, riot, unusually severe weather, other acts of God, or war which are beyond that party’s
reasonable control. The Lead State may terminate this Master Agreement after determining
such delay or default will reasonably prevent successful performance of the Master Agreement.

29. Defaults and Remedies

a. The occurrence of any of the following events shall be an event of default under this Master
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Agreement:
(1) Nonperformance of contractual requirements; or
(2) A material breach of any term or condition of this Master Agreement; or

{3) Any certification, representation or warranty by Contractor in response to the
solicitation or in this Master Agreement that proves to be untrue or materially

misleading; or

(4) Institution of proceedings under any bankruptcy, insolvency, reorganization or
similar law, by or against Contractor, or the appointment of a receiver or similar officer
for Contractor or any of its property, which is not vacated or fully stayed within thirty
(30) calendar days after the institution or occurrence thereof; or

(5) Any default specified in another section of this Master Agreement.

b. Upon the occurrence of an event of default, the Lead State shall issue a written notice of
default, identifying the nature of the default, and providing a period of 15 calendar days in
which Contractor shall have an opportunity to cure the default. The Lead State shall not be
required to provide advance written notice or a cure period and may immediately terminate
this Master Agreement in whole or in part if the Lead State, in its sole discretion, determines
that it is reasonably necessary to preserve public safety or prevent immediate public crisis.
Time allowed for cure shall not diminish or eliminate Contractor’s liability for damages.

c. If Contractor is afforded an opportunity to cure and fails to cure the default within the period
specified in the written notice of default, Contractor shall be in breach of its obligations under
this Master Agreement and the Lead State shall have the right to exercise any or all of the
following remedies:

(1) Exercise any remedy provided by law;

(2) Terminate this Master Agreement and any related Contracts or portions thereof;
(3) Intentionally omitted; and

(4) Suspend Contractor from being able to respond to future bid solicitations;

(5) Suspend Contractor’s performance; and

(6) Withhold payment until the default is remedied.

d. Unless otherwise specified in the Participating Addendum, in the event of a default under a
Participating Addendum, a Participating Entity shall provide a written notice of default as
described in this section and shall have all of the rights and remedies under this paragraph
regarding its participation in the Master Agreement, in addition to those set forth in its
Participating Addendum. Unless otherwise specified in a Purchase Order, a Purchasing Entity
shall provide written notice of default as described in this section and have all of the rights and
remedies under this paragraph and any applicable Participating Addendum with respect to an
Order placed by the Purchasing Entity. Nothing in these Master Agreement Terms and
Conditions shall be construed to limit the rights and remedies available to a Purchasing Entity
under the applicable commercial code.
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30. Waiver of Breach

Failure of the Lead State, Participating Entity, or Purchasing Entity to declare a default or
enforce any rights and remedies shall not operate as a waiver under this Master Agreement or
Participating Addendum. Any waiver by the Lead State, Participating Entity, or Purchasing
Entity must be in writing. Waiver by the Lead State or Participating Entity of any default, right
or remedy under this Master Agreement or Participating Addendum, or by Purchasing Entity
with respect to any Purchase Order, or breach of any terms or requirements of this Master
Agreement, a Participating Addendum, or Purchase Order shall not be construed or operate as
a waiver of any subsequent default or breach of such term or requirement, or of any other term
or requirement under this Master Agreement, Participating Addendum, or Purchase Order.

31. Debarment

The Contractor certifies that neither it nor its principals are presently debarred, suspended,
proposed for debarment, declared ineligible, or voluntarily excluded from participation in this
transaction (contract) by any governmental department or agency. This certification represents
a recurring certification made at the time any Order is placed under this Master Agreement. If
the Contractor cannot certify this statement, attach a written explanation for review by the

Lead State.

32. Indemnification

a. The Contractor shall defend, indemnify and hold harmless NASPO, NASPO ValuePoint, the
Lead State, Participating Entities, and Purchasing Entities, along with their officers and
employees, from and against third-party claims, damages or causes of action including
reasonable attorneys’ fees and related costs for any death, injury, or damage to tangible
property arising from negligent act(s), error(s), or omission(s) or willful misconduct of the
Contractor or its employees (or agents the Contractor expressly authorized to perform) relating

to the performance under the Master Agreement.

b. Indemnification — Intellectual Property. The Contractor shall defend, indemnify and hold
harmless NASPO ValuePoint, the Lead State, Participating Entities, Purchasing Entities, along
with their officers and employees ("Indemnified Party"), from and against third party claims,
damages or causes of action including reasonable attorneys’ fees and related costs arising out
of the claim that the Services or its use, infringes Intellectual Property rights ("Intellectual
Property Claim") of another person or entity.

(1) The Contractor’s obligations under this section shall not extend to any combination
of the Services with any other product, system or method, unless the Services, system or

method is:

(a) provided by the Contractor or the Contractor’s subsidiaries or affiliates;

(b) specified by the Contractor to work with the Services; or
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(c) reasonably required, in order to use the Services in its intended manner, and
the infringement could not have been avoided by substituting another reasonably available
product, system or method capable of performing the same function; or

(d) It would be reasonably expected to use the Services in combination with such
product, system or method.

(2) The Indemnified Party shall notify the Contractor within a reasonable time after
receiving notice of an Intellectual Property Claim. Even if the Indemnified Party fails to provide
reasonable notice, the Contractor shall not be relieved from its obligations unless the
Contractor can demonstrate that it was prejudiced in defending the Intellectual Property Claim
resulting in increased expenses or loss to the Contractor.

Control of Defense:

If the Contractor promptly and reasonably investigates and defends any Intellectual Property
Claim, it shall have control over the defense and settlement of it; however, the Indemnified
Party must consent in writing for any money damages or obligations for which it may be
responsible (and such consent shall not be unreasonably withheld).

If the Contractor fails to vigorously pursue the defense or settlement of the Intellectual
Property Claim, the Indemnified Party may assume the defense or settlement of it and the
Contractor shall be liable for all costs and expenses, including reasonable attorneys’ fees and
related costs, incurred by the Indemnified Party in the pursuit of the Intellectual Property
Claim.

The Party controlling such defense shall keep the other party advised of the status of such
action, suit, proceeding or claim and the defense thereof and shall consider recommendations
made by the other party with respect thereto.

Cooperation among the Parties:

The Indemnified Party shall furnish, at the Contractor’s reasonable request and expense,
information and assistance necessary for Contractor’s defense of the action or proceeding.

The Indemnified Party may, at its option and expense, be represented by counsel of its choice
in any action or proceeding with respect to such Claim; and Contractor and its legal counsel
shall cooperate with the Indemnified Party and its legal counsel in providing such information
as the Indemnified Party may reasonably request, in support of its defense.

Unless otherwise agreed in writing, this section is not subject to any limitations of liability in
this Master Agreement or in any other document executed in conjunction with this Master

Agreement.
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33. No Waiver of Sovereign Immunity

In no event shall this Master Agreement, any Participating Addendum or any contract or any
Purchase Order issued thereunder, or any act of the Lead State, a Participating Entity, ora
Purchasing Entity be a waiver of any form of defense or immunity, whether sovereign
immunity, governmental immunity, immunity based on the Eleventh Amendment to the
Constitution of the United States or otherwise, from any claim or from the jurisdiction of any

court.

This section applies to a claim brought against the Participating Entities who are states only to
the extent Congress has appropriately abrogated the state’s sovereign immunity and is not
consent by the state to be sued in federal court. This section is also not a waiver by the state
of any form of immunity, including but not limited to sovereign immunity and immunity based
on the Eleventh Amendment to the Constitution of the United States.

34. Governing Law and Venue

a. The procurement, evaluation, and award of the Master Agreement shall be governed by and
construed in accordance with the laws of the Lead State sponsoring and administering the
procurement. The construction and effect of the Master Agreement after award shall be
governed by the law of the state serving as Lead State. The construction and effect of any
Participating Addendum or Order against the Master Agreement shall be governed by and
construed in accordance with the laws of the Participating Entity’s or Purchasing Entity’s State.

b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or action
relating to the procurement, evaluation, and award is in the Lead State. Venue for any claim,
dispute or action concerning the terms of the Master Agreement shall be in the state serving as
Lead State. Venue for any claim, dispute, or action concerning any Order placed against the
Master Agreement or the effect of a Participating Addendum shall be in the Purchasing Entity’s

State.

c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely and
exclusively within the United States District Court for {(in decreasing order of priority): the Lead
State for claims relating to the procurement, evaluation, award, or contract performance or
administration if the Lead State is a party; a Participating State if a named party; the state
where the Participating Entity or Purchasing Entity is located if either is a named party.

35. Assignment of Antitrust Rights

Contractor irrevocably assigns to a Participating Entity who is a state any claim for relief or
cause of action which the Contractor now has or which may accrue to the Contractor in the
future by reason of any violation of state or federal antitrust laws (15 U.5.C. § 1-150ra
Participating Entity’s state antitrust provisions), as now in effect and as may be amended from
time to time, in connection with any goods or services provided in that state for the purpose of
carrying out the Contractor's obligations under this Master Agreement or Participating
Addendum, including, at the Participating Entity's option, the right to control any such litigation
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on such claim for relief or cause of action.
36. Contract Provisions for Orders Utilizing Federal Funds

Pursuant to Appendix Il to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for
Non-Federal Entity Contracts Under Federal Awards, Orders funded with federal funds may
have additional contractual requirements or certifications that must be satisfied at the time the
Order is placed or upon delivery. These federal requirements may be proposed by Participating
Entities in Participating Addenda and Purchasing Entities for incorporation in Orders placed
under this Master Agreement.

37. Leasing or Alternative Financing Methods

The procurement and other applicable laws of some Purchasing Entities may permit the
use of leasing or alternative financing methods for the acquisition of Products under this
Master Agreement. Where the terms and conditions are not otherwise prescribed in an
applicable Participating Addendum, the terms and conditions for leasing or alternative
financing methods are subject to negotiation between the Contractor and Purchasing
Entity.

21

P96



DocusSign Envelope 1D: E92D1967-A322-489B-A040-566E50455EE5

EXHIBIT AA
CONTRACTOR’S ADDITIONAL SPECIAL TERMS AND CONDITIONS
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ATTACHMENT AA
CONTRACTOR’S SPECIAL TERMS AND CONDITIONS

The following Contractor Special Terms and Conditions are incorporated and made a part of the NASPO ValuePoint Master
Agreement Terms and Conditions.

1. Service and Product Pricing. The Service and Product prices are listed on the NASPO ValuePoint website at
www.naspovaluepoint.org and the NASPO ValuePoint Lead State’s website. Purchasing Entity’s use of the Service will be in
accordance with the terms and conditions of the Master Agreement. By placing an order for Contractor Products, Purchasing Entity
agrees that the Products are intended to be activated on our Service for use only by Purchasing Entity and its employees, and
Purchasing Entity will not resell or modify the Products or assist anyone doing so. Products are subject to availability, The delivery
address must fall within Contractor’s licensed Service area. If Purchasing Entity has a Product or accessory under Contractor’s
Equipment Installment Program (“EIP”) or lease, then Purchasing Entity will refer to the terms and conditions of that agreement.

1.1  Activation Fees. Contractor’s initial activation fee will be waived for each Purchasing Entity Master Account
and Employee Account for activation of each new line of Service.

1.2  iBilling and iAnalvst Billing Service. Purchasing Entity may enroll in Contractor’s iBilling and/or iAnalyst
online billing services at no additional monthly charge for the Master Account only; provided, however,
Purchasing Entity must activate and maintain at least six (6) Master Account lines of Service to receive the iBilling
and/or iAnalyst billing service.

2. Employee Advantage Program. “Employee Accounts” means Purchasing Entity’s employees who have signed up for
Contractor Service and are directly responsible for payment of Service and Products under Contractor’s Employee Advantage
Program. For Employee Advantage Program details and eligibility requirements visit
www. Contractor.com/business/offers/advantagerewards. Employees can only activate a line of Service under the Contractor
Advantage Program at the above website or by calling Contractor’s toll-free number, 1-877-347-2127. Contractor periodically
reviews Employee Accounts to confirm continued proof of employment and employee eligibility. Upon Contractor’s request,
Employee will provide proof that they are currently employed by Purchasing Entity. After employment with Purchasing Entity
ends, Employee will be eligible to receive Service under Contractor’s standard consumer rate plans, subject to the applicable terms
and conditions under such rate plans. Purchasing Entity will not be liable for payment on any Employee Account established under
the Employee Advantage Program., In its sole discretion, Contractor may change or discontinue any or all of the benefits, offers or
features of its Employee Advantage Program to the extent done so on a general basis for Employee Advantage Program members.

2.1 Marketing Commitments. Subject to Purchasing Entity pre-approval, Purchasing Entity will work with
Contractor in marketing the Employee Advantage Program to its employees by:

e  Allowing Contractor to participate in any applicable on-site vendor attended benefits events for Purchasing
Entity’s employees;

e  Allowing Contractor to advertise in Purchasing Entity publications sent to employees (such as newsletters,
journals, magazines, periodicals or new employee packets);

e  Including information regarding the Employee Advantage Program in periodic email announcements regarding
employee benefit opportunities;

e  Posting Employee Advantage Program offers on the Purchasing Entity’s intranet;

e  Allowing Contractor to utilize Purchasing Entity’s name in marketing initiatives to Purchasing Entity’s
employees; or

e  Cooperating with any other efforts mutually agreed upon by Purchasing Entity and Contractor aimed at
marketing the Employee Advantage Program benefits to Purchasing Entity’s employees.

3. Service Availability. Service is available to a Product only when it is within the operating range of Contractor's owned
network coverage area (“Network”™) or the network of an operator with which Contractor has an applicable roaming agreement.

Coverage maps are available at www.Contractor.com and are only estimates of our anticipated coverage area outdoors. Purchasing
Entity’s actual Service area, network availability, coverage, and quality may vary and change without notice based upon a number
of factors, including network capacity, terrain, weather, if Purchasing Entity’s Users are on a private or public Wi-Fi network, using
a non-Contractor Product, or if a Product no longer supports network technologies compatible with or available on Contractor’s
network. Outages and interruptions in Service may occur, and speed of Service varies. Products also have varying speed capabilities
and may connect to different networks depending on technology. Even within coverage areas and with broadband-capable Products,
network changes, traffic volume, outages, technical limitations, signal strength, obstructions, weather, and other conditions may
impact speeds and Service availability. Contractor may impose usage or Service limits, suspend Service, or exclude certain
categories of calls {e.g., conference & chat lines, broadcast, international, 900, 976 calls, etc.) in taking reasonable network
management or security measures. For non-governmental entities qualified to purchase as Purchasing Entities under this
Agreement, T Mobile may also impose limits on Master Account Service or Product orders based on the Purchasing Entity’s then-

current credit rating.
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Contractor engineers its network to provide consistent high-speed data service, but at times and at locations where the number of
Purchasing Entity using the network exceeds available network resources, Purchasing Entity will experience reduced data speeds.
In those cases, Purchasing Entity who choose certain rate plans may notice speeds lower than Purchasing Entities on other
Contractor branded rate plans, which are prioritized higher on Contractor’s network. Further, to help ensure positive experiences
for Purchasing Entities on Contractor branded plans and to minimize capacity issues and degradation in network performance,
Contractor may, without advance notice, take any actions necessary to manage its network on a content-agnostic basis, including
prioritizing all on-device data over Smartphone Mobile HotSpot (tethering) data and further prioritizing the data usage of a small
percentage of heavy data users (with the exception of emergency first-responders using T-Mobile’s rate plans offered only for
emergency first responders), specifically those using more than 50GB of data in a billing cycle, below that of all other Purchasing
Entities in times and locations where there are competing Purchasing Entity demands for network resources, for the remainder of

the billing cycle.

Products must be used predominantly within the Contractor-owned Network coverage area. Products may connect to another
provider’s network (“Off-Net”) even when Users are within the Contractor coverage area. Purchasing Entity should check
Purchasing Entity’s Product to determine if Purchasing Entity is Off-Net. To the extent Purchasing Entity unreasonably uses Off-
Net capability, Contractor may limit or terminate Purchasing Entity’s Service. Contractor may in its discretion limit or terminate
the affected line of Service if (a) more than 50% of a User’s voice and/or data usage is Off-Net for any two billing cycles within
any twelve (12) month period, (b) a User’s Off-Net usage makes it commercially unreasonable for Contractor to provide Service
to such User, or (c) based on Contractor’s arrangements with an Off-Net provider. If a User’s Off-Net voice usage, data usage or
messaging usage exceeds its associated rate plan allotment, such Users will be alerted and access to Off-Net coverage may be
suspended or denied. Location services, including 9-1-1 location services, may not be available in Purchasing Entity’s area and are

subject to the Service limitations in this Section 4.

4. Use of Service. Except approved by Contractor or otherwise agreed upon under the Master Agreement, Purchasing Entity
agrees not to resell any aspect of the Service or bundle it with any product or device not directly provided to Purchasing Entity by
Contractor, whether for profit or otherwise. Purchasing Entity agrees not to modify the Products or use the Service or Products for
any fraudulent, unlawful, harassing or abusive purpose, or in such a way as to create damage or risk to Contractor’s business,
reputation, employees, subscribers, facilities, third parties or to the public generally. Unless authorized by Contractor, Purchasing
Entity agrees that it will not use a Number on the Network for any purpose but for access to the public switched telephone network.
Purchasing Entity agrees not to use the Service or Products to send any harassing, threatening, obscene, or unsolicited commercial
text, e-mail or other messages. Purchasing Entity has no proprietary or ownership rights to a specific number, IP address or email
address assigned to a Purchasing Entity or Purchasing Entity’s Product. Purchasing Entity may be able to transfer a Master Account
User's Number to or from another provider with whom Contractor has a porting relationship in accordance with Contractor internal
business policies. For additional information about local number portability, please contact Corporate Purchasing Entity Care at
(800) 375-1126 or email Contractor at Businesscare@Contractorsupport.com. Purchasing Entity agrees that Contractor may contact
Master Account Users through the Products to notify such User of changes to or information about their account or the Service.
Contractor may deactivate or suspend Service to any Number without prior notice if Contractor suspects any unlawful or fraudulent
use of the Number. Purchasing Entity agrees to reasonably cooperate with Contractor in investigating suspected unlawful or
fraudulent use. Purchasing Entity acknowledges that the Product may not be compatible with the network and services provided
by another service provider. Purchasing Entity may buy Products from Contractor, or from someone else, however all existing
account transfers will be handled in accordance with the terms of Section 2 herein. Purchasing Entity agrees to protect usernames
and passwords for Purchasing Entity’s Master Account(s) and Purchasing Entity is responsible for any usage of its Master
Account(s). Purchasing Entity agrees to immediately notify Contractor of any unauthorized use of Purchasing Entity’s Master
Account(s) or other security breach of Master Account information or credentials, or any fraudulent use of the Master Account,

where Purchasing Entity has knowledge.

5. Billing and Payment of Charges.
5.1 Billing

5.1.1 Purchasing Entity will be charged for Service and other features on a monthly billing cycle basis. Purchasing
Entity agrees to pay all Charges assessed and billed to Purchasing Entity or that were accepted or processed through all
Products on Purchasing Entity’s Master Accounts, and other charges or purchases assessed and billed to Master Account
Users. Because of user choice to incur third-party costs, Purchasing Entity may incur extra charges for calls to some
numbers (for example (but not limited to), conference & chat lines, broadcast, calling card, international, 900 or 976
calls. Purchasing Entity may be charged for text, instant or picture messages, and email whether read or unread, sent or
received, solicited or unsolicited. Charges for Wi-Fi usage may vary; see your selected Rate Plan for more details. Unused
minutes or other allocated Services (e.g., text messages, data transmission) expire at the end of the billing cycle unless
otherwise expressly stated by such Rate Plan’s terms and conditions. Airtime usage is measured from the time the
Network begins to process a call (before the call rings or is answered) through its termination of the call; or if applicable,
any fraction of a minute of usage is rounded up to the next full minute. Depending on the Rate Plan, data usage may be
rounded up at the end of each data session, at the end of Purchasing Entity’s billing cycle, and/or at the time Purchasing
Entity switches data plans. Contractor may change Purchasing Entity’s billing cycle at any time.

5.1.2 International Roaming and Dialing. Availability and features offered for international roaming and dialing
vary depending on Master Account Users® Rate Plan and Product. All countries may not be available for roaming and
available countries may change from time to time. Whether roaming internationally or making and sending international
calls and messages while in the U.S. (or Puerto Rico), Users may be charged international rates (including for voicemails
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left for such Users and for data usage). Such Charges include per minute rates for calls and per minute rates for calls
transferred to Users’ voicemail and the relevant data rates for data usage. Users roaming internationally may be charged
for more than one call for unanswered calls that are forwarded to voicemail regardiess of whether the calls result in an
actual voicemail message being left for such Users and regardless of whether the Product is on or off. Users may be able
to disable these applications and features through a Product’s settings. Different rates and rounding increments apply in
different countries. See www.Contractor.com for information on international access, rates, Services and coverage. While
roaming internationally, User data throughput may be reduced, and User Service may be otherwise limited or terminated
at any time without notice. Purchasing Entity is responsible for complying with U.S. Export Control laws and regulations,
and the import laws and regulations of foreign countries when traveling internationally with User Products. Billing of
roaming charges, data usage and minutes of use or Services may be delayed or applied against included data allotments,
minutes or Services in a subsequent billing cycle, which may cause Purchasing Entity to exceed Purchasing Entity’s
allocated data, minutes or Services in a particular billing cycle. Purchasing Entity may request that Contractor block a
Master Account line of Service from placing international calls (“International Dialing Block™) by calling Business
Purchasing Entity Care or by Email at businesscare@Contractorsupport.com. The availability of, and access to,
emergency calling services (e.g., 911 in the U.S.), may vary by country. Purchasing Entity and its Users must familiarize
themselves with how to access these services before using the Products or any handset for international roaming.

5.1.3 Lost Product. If Purchasing Entity’s Product is lost or stolen (“Lost Product”), Purchasing Entity must (a)
promptly notify Contractor and Contractor will suspend Service for the Lost Product; and (b) provide Contractor with
reasonable documentation Contractor requests (such as a copy of a filed police report if the Product is stolen) within
fourteen (14) days. If Purchasing Entity completes the above requirements, Purchasing Entity will not be liable for
additional usage Charges incurred in excess of Purchasing Entity’s Rate Plan Charges, applicable taxes, fees and
surcharges. If Purchasing Entity purchased a Product through Contractor’s EIP, the Purchasing Entity remains obligated
for the total payments due on the Product. If Charges are incurred before Purchasing Entity notifies Contractor,
Purchasing Entity is not liable for unauthorized Charges. Purchasing Entity may request that Contractor investigate
Charges Purchasing Entity believes to be unauthorized and Purchasing Entity may need to submit information to support
the requests. If Contractor determines the Charges were unauthorized, Contractor will credit Purchasing Entity’s account.
If Contractor determines the Charges were authorized, Contractor will inform Purchasing Entity within 30 days and
Purchasing Entity will be responsible for all Charges incurred. If Purchasing Entity requests that the Service not be
suspended on the Lost Product, Purchasing Entity will remain responsible for all Charges incurred under that specific
line of Service. Contractor may prevent a lost or stolen Product from registering on Contractor’s and other networks.

6. Taxes, Fees and Surcharges.

6.1 Contractor will invoice Purchasing Entity's Master Account for taxes, fees (e.g. sales, use, excise, business
activity, margin, value added, public utility, environmental and other taxes, except as otherwise specified in this
paragraph) and regulatory charges, such as €911 or public utility fees, levied by or to be remitted directly to federal, state
or local authorities, or foreign governments or foreign service providers imposed on Purchasing Entity or Contractor as
a result of providing the Service specified under this Agreement (“Taxes, Fees and Charges”). Contractor will
determine, in its reasonable discretion, the Taxes, Fees and Charges Purchasing Entity is responsible to pay and the
amount of those Taxes, Fees and Charges, which may change or increase at any time without notice, regardless of any
Rate Plan guarantee. However, Contractor will make itself reasonably available to answer questions from Purchasing
Entities concerning changes to its invoice and charges, which can be part of any business review meetings or discussions
between Contractor and a Purchasing Entity. If Purchasing Entity claims a tax exemption, Purchasing Entity must provide
Contractor with valid evidence of tax exemption”), which will be applied prospectively. Contractor will be responsible
for net income, net worth/capital stock and property taxes imposed on Contractor.

6.2 Contractor may also invoice Purchasing Entity for all applicable surcharges.

6.3 All payments made by Purchasing Entity will be made without any deduction or withholding for, or on account
of, any Taxes, Fees and Charges imposed by any taxing or governmental authority of any country or state. Where
Purchasing Entity determines there is a requirement to withhold income tax from any payments due Contractor,
Purchasing Entity will promptly notify Contractor of such determination and provide the basis for such conclusion, e.g.,
by providing a copy of a notice received or of any analysis performed to allow Contractor to remediate or resolve the
withholding requirement. To the extent that such withholding requirement cannot be resolved, Purchasing Entity may
perform such withholding and shall provide Contractor with documentary evidence of the withholding and remission of
the Taxes or Fees to the applicable governmental authority. Purchasing Entity shall reasonably assist Contractor for the
recovery of such withheld tax. To the extent Purchasing Entity fails to timely inform Contractor of Purchasing Entity’s
withholding determination, Purchasing Entity will ensure that the gross amount payable by Purchasing Entity to
Contractor will be increased so that after any such withholding for income tax, the net amount received by Contractor
will not be less than the amount Contractor would have received had no such withholding occurred.

6.4 Contractor is required to use Purchasing Entity’s business street address, which must be within Contractor's
licensed service area, to determine the application of certain Taxes, Fees and Charges. If Purchasing Entity provides
Contractor with an address (such as a PO box) that is not a recognized street address, does not identify the applicable
taxing jurisdiction(s) or does not reflect the Service area associated with its Master Account Number(s), Purchasing
Entity may be assigned a default location for Taxes, Fees and Charges calculation, which may result in a higher or lower
charge for certain Taxes, Fees and Charges.
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6.5 The Parties agree that they will reasonably cooperate to fully comply with all applicable tax laws, rules,
regulations and guidelines affecting this Agreement. In addition, Contractor and Purchasing Entity will similarly
cooperate in order to take actions to minimize, or to qualify for exemptions from, any applicable taxes, duties or tariffs
as allowed under applicable law and regulations.

7. Privacy.  All services under this Agreement are governed by the Contractor Privacy Policy, as posted at
https://www.Contractor.com/website/privacypolicy.aspx (which is informed by U.S. Federal Communications Commission rules
and regulations), which may change from time to time without notice to Purchasing Entity, with respect to collection, use, and
disclosure of personal information. Wireless systems use radio channels to transmit voice and data communications over a complex
network. Privacy in voice or data communications or in use of the Service or Products cannot be guaranteed, and Contractor will
not be liable to Purchasing Entity for any lack or breach of privacy experienced while using any Products, the Service, Content &
Apps (as defined below) or in connection with Third Party Ads (as defined below). Only as permitted by law, Contractor may
monitor, intercept and disclose content (voice or data) and any associated metadata that is transmitted over or using its facilities
(for example, to comply with legal process or for network security). Purchasing Entity’s caller identification (e.g., name and
number) may be displayed on the equipment or bill of the person receiving Purchasing Entity’s call.

8. Cancellation and Return Policy. Users and Employece Accounts may cancel a new line of Service within 30 days of
activation (“Cancellation Period”), if the User: (a) contacts Contractor to cancel Service; and (b) returns the Like New Product

(defined below) through Purchasing Entity’s Contractor account representative, or team, or location from which it was purchased
with proof of purchase. The “Return Period” is thirty (30) calendar days from the Product’s purchase date. Only Like New
Products returned with proof of purchase to Purchasing Entity’s Contractor account representative or team or location from which
it was purchased within the Return Period are eligible for a refund of the purchase price. A “Like New Product” is a Product
purchased from Contractor that is in its original packaging with all original contents, undamaged, and in good working condition
with no material alterations to the Product’s hardware or software, as determined by Contractor in its sole discretion. Purchasing
Entity may be required to pay a commercially reasonable restocking fee for failing to return a Product with included packaging,
manuals or accessories, or if the Product returned is in a damaged, altered or destroyed condition. Even if Purchasing Entity cancels
Service and/or returns any Product as provided herein, Purchasing Entity must pay all Service and usage Charges incurred thru the
end of Purchasing Entity’s Service term or return date and any applicable subsequent penalties or assessments. If a User attempts
to cancel Service, but does not return the applicable Product or if such Product is returned in a damaged, altered or destroyed
condition, Contractor may take one or more of the following actions: (i) prevent such Product from working on any network; (ii)
charge an early termination fee (if such line of Service is subject to an early termination fee); (iii) elect not to process Service
cancellation; or (iv) charge such User the suggested retail price or the cost to repair the applicable Product, (which may be greater
than the price paid for such Product), plus any shipping and handling charges. Except for the 30-calendar day Return Period, the
cancellation and return policies in this Section 13 will not apply to Users who purchase Product(s) through Contractor’s EIP or a
Contractor leasing program and the terms of that program’s agreement will supersede and control the purchase or lease of those

Products.

9. Account Maintenance Authorization. Purchasing Entity hereby authorizes Contractor’s Account Management Team
to access Purchasing Entity’s Master Accounts to perform account maintenance services at Purchasing Entity’s discretion and on
its behalf, including but not limited to: (a) rate plan changes; (b) feature changes or additions; (c) mobile Number changes; (d) SIM
changes; (¢) Product upgrades/exchanges; (f) re-set of voicemail passwords; (g) change of address; and/or (h) set-up courtesy

statements.

10. Use of Third-Party Equipment and Handsets. In the event that Purchasing Entity uses third party equipment, handsets
or Products with the Service that are not provided Purchasing Entity under the Master Agreement ("Third-Party Equipment"),
Purchasing Entity acknowledges and agrees to the following: (a) Contractor will not accept any returns of the Third Party
Equipment; (b) Contractor will not provide any warranty of any kind on the Third Party Equipment; (c) Contractor will not offer
Purchasing Entity Care services for the Third Party Equipment; (d) the Third Party Equipment may not function properly with the
Service(s) or Network; (e) each User will use the Third Party Equipment at its own risk; and (f) Purchasing Entity will be
responsible for monthly service charges accrued from the date Contractor fulfills an order for a Subscriber Identity Module
(“SIM”). Contractor disclaims all Hability for Use of Third-Party Equipment. In the event that Contractor certifies or endorses the
use of certain Third-Party Equipment with the Service, the above provisions will still apply.

11. Account Management (Purchasing Entitv Authorization). During the term of this Agreement, Purchasing Entity may
authorize a third party to act as Purchasing Entity’s agent (“Purchasing Entity Agent”) for purposes of procuring necessary support
services related to this Agreement, subject to the following conditions:

(a) Purchasing Entity remains fully responsible for any obligations incurred under this Agreement, whether due to
changes Purchasing Entity or its Purchasing Entity Agent requests for Purchasing Entity’s account;

(b) Purchasing Entity will ensure that its Purchasing Entity Agent has agreed to confidentiality and/or non-
disclosure terms that are at least as protective of Contractor’s confidential information as contained in this Agreement;

(©) Purchasing Entity consents to Contractor’s disclosure of Purchasing Entity’s Confidential Information (as this
term is defined herein) and Purchasing Entity Proprietary Network Information (CPNI), as defined in the
Communications Act of 1934, as amended, 47 U.S.C. § 222, (1996) to its Purchasing Entity Agent, and waives any claim
against Contractor for any damages, expenses, costs, or liabilities arising from such disclosure;
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)] Purchasing Entity fully acknowledges, understands and accepts that there may be foreseeable and
unforeseeable risks, including, but not limited to, increased risks of fraud to Purchasing Entity’s account or improper
disclosure of Purchasing Entity’s account information, related to Purchasing Entity’s request that Purchasing Entity
personnel be granted access to Purchasing Entity’s accounts; and

(e) Activations of new lines of Service under this Agreement will continue to be activated through the Contractor
Business Sales Account Team assigned to Purchasing Entity’s Contractor account; provided that such activation requests
may be made by Purchasing Entity or its Purchasing Entity Agent; and

@ Participating Entity agrees to be bound by the terms of any and all EIP or lease agreements signed by
Participating Entity Agent’s on behalf of Purchasing Entity.

This authorization will be valid for the term of this Agreement and may not be modified except pursuant to a written amendment
signed by Participating Entity and Contractor.

12. Additional Terms for Plans and Other Features. The following terms apply to Purchasing Entity’s Master Account
data plan(s). To the extent any data plan terms expressly conflict with the terms in this Agreement, the applicable data plan terms
will govern.

12.1. Permissible and Prohibited Uses. Purchasing Entity’s Data Plan is intended for Web browsing, messaging,
and similar activities. Certain activities and uses of the Services and Products are permitted and others are not. If
Purchasing Entity buys, leases, or finances a Product manufactured for use on the Network, Purchasing Entity agrees that
it intends it to be activated on our Service. Examples of permitted uses include but are not limited to: (a) voice calls; (b)
web browsing; (c) messaging (d) email; (¢) streaming music; and (f) Tethering a Product to other non-harmful Products
pursuant to the terms and conditions and allotments in the associated Rate Plan,

Examples of prohibited uses include but are not limited to: (aa) using a non-T-Mobile certified repeater or signal booster
other than Contractor provides Purchasing Entity; (bb) compromises Network security or capacity, degrades Network
performance, uses malicious software or “malware”, hinders other Purchasing Entity’ access to the Network, or otherwise
adversely impacts Network service levels or legitimate data flows; (cc) with the exception of use by emergency first
responders, using applications which automatically consume unreasonable amounts of available Network capacity; (dd)
with the exception of reasonable JoT applications, using applications which used in a way that degrades network capacity
or functionality; (ee) misuse of the Service, including "spamming” or sending abusive or unsolicited communications;
(ff) tampering with, reprogramming, altering, or otherwise modifying Purchasing Entity’s Products to circumvent any of
Contractor’s policies or violate anyone’s intellectual property rights; (gg) causing harm or adverse effects on Contractor,
the Network, Contractor, Purchasing Entity, employees, business, or any other person; or (hh) causing Contractor to
violate applicable laws and regulations.

12.2, Protective Measures. Contractor engineers our network to provide consistent high-speed data service, but at
times and at locations where the number of Purchasing Entity using the network exceeds available network resources,
Purchasing Entity will experience reduced data speeds. To help ensure a positive experiences for Purchasing Entities and
to minimize capacity issues and degradation in Network performance, Contracior may, without advance notice, take any
actions necessary to manage the Network on a content-agnostic basis, including, prioritizing the data usage of a small
percentage of unlimited high-speed data Purchasing Entities who use the highest amount of data below that of other
Purchasing Entities (except in the case of emergency first responders using T-Mobile’s rate plans offered only for
emergency first responders) in times and locations where there are competing Purchasing Entity demands for Network
resources, for the remainder of the billing cycle. Where the Network is lightly loaded in relation to available capacity, a
Purchasing Entity whose data is de-prioritized will notice little, if any, effect from having lower priority. This will be the
case in a vast majority of times and locations, At times and locations where the Network is heavily loaded in relation to
available capacity, however, these Purchasing Entity will likely see significant reductions in data speeds, especially if
they are engaged in data-intensive activities. Contractor constantly works to improve Network performance and capacity,
but there are physical and technical limits on how much capacity is available, and in constrained locations the frequency
of heavy loading in relation to available capacity may be greater than in other locations. When Network loading goes
down or the Purchasing Entity moves to a location that is less heavily loaded in relation to available capacity, the
Purchasing Entity’s speeds will likely improve. See www.Contractor.com/OpenlInternet for details and for current data
amount subject to this practice.

12.3. Downloadable Content and Applications. Purchasing Entity can purchase services and products from third-
parties (“Content & Apps”) using its Product(s), and charges for these purchases may be included in Purchasing Entity’s
Master Account invoice. Purchasing Entity may block purchases of third-party products or services by emailing
Contractor at Businesscare@Contractorsupport.com, or contacting Purchasing Entity Care at (800) 375-1126. For these
third-party purchases, although the charges may appear on Purchasing Entity’s invoice, Contractor is not responsible for
the Content & Apps, including download, installation, use, transmission failure, interruption, or delay, or any content or
website Master Account Users access through the Content & Apps. Purchasing Entity’s download of Content & Apps is
at its own risk. Unless otherwise stated, any support questions for these Content & Apps should be directed to the third-
party seller identified at the point of purchase. Some Content & Apps may require Purchasing Entity’s agreement to a
license or other terms with the third party. Some Products or Content & Apps may contact our Network without
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13.

Purchasing Entity’s knowledge, which may result in additional Charges (e.g., while roaming internationally). To use,
download, or install Content & Apps that Purchasing Entity purchases from Contractor, the Content & Apps are licensed
to Purchasing Entity by Contractor and may be subject to additional license terms between Purchasing Entity and the
creator/owner of the Content & Apps. Whether purchased from Contractor or a third-party seller, any Content & Apps
Purchasing Entity purchases are licensed for personal, lawful, non-commercial use on User’s Product only. Purchasing
Entity may not transfer, copy, or reverse engineer any Content & Apps, or alter, disable or circumvent any digital rights
management security features embedded in the Content & Apps.

124 Contractor is not responsible for any download, installation, use, transmission failure, interruption, or delay
related to Content & Apps, or any third-party content, services, advertisements, or websites Purchasing Entity may be
able to access by using its Product(s) or the Services, even if charges for Content & Apps appear on Purchasing Entity’s
Contractor bill. Purchasing Entity is responsible for maintaining virus and other Internet security protections when

accessing third party Content & Apps or other services.

12.5 Contractor may retain, use, and share information collected when a Master Account User downloads, uses, or
installs some Content or Apps, may update such User’s Content or App remotely, or may disable or remove any Content
or App at any time to perform its Services under the Master Agreement. Purchasing Entity may refer to Contractor’s
Privacy Policy, as well as the Content or App creator/owner’s privacy policy for information, regarding the collection,
use and retention of information collected when a User downloads, installs, or uses any Content or App. Contractor is
not responsible for any transmission failure, interruption, or delay related to Content & Apps, or any content or website
Users may be able to access through the Content or App.

Additional Terms for Plans and Other Features.

13.1 Service Limitations, Connectivity and International Use. Purchasing Entity acknowledges and agrees that

a User’s use of any Wi-Fi network is permissible and that Purchasing Entity (and not Contractor) is solely responsible
for all charges associated with a Master Account User’s use of the Service. Cell Broadcasts (alerts that go to certain
Purchasing Entity) and Wireless Priority Service (WPS) may not be available with Wi-Fi Calling. Calls from certain
designated countries and destinations* over Wi-Fi are $.25/min (no charge for Wi-Fi calls to US, Mexico and Canada).
Calls made over Wi-Fi outside of designated countries and destinations* will be charged standard international roaming
rates. Purchasing Entity will pay for all internet access charges incurred by Master Account Users. (*Except as indicated
in this Agreement, Contractor offers travel without limits with unlimited data and texting in 210+ countries and
destinations at no extra charge. The list of 210+ countries and destinations is subject to change at Contractor’s sole

discretion. Visit www.Contractor.com/coverage/roaming.)
13.2 9-1-1 and Emergency Alerts Service and Wi-Fi Calling. Purchasing Entity agrees and will inform all Master

Account Users as follows:

Services or Software provided by third parties (including voice applications), 911 or E911, text to 911, or other calling
or messaging functionality, may work differently than services offered by Contractor, or may not work at all. Purchasing
Entity agrees to review all terms and conditions of such third-party products. Contractor is not responsible for failures
to connect or complete 911 calls or text to 911 messages or if inaccurate location information is provided. 911 service
may not be available or reliable and Purchasing Entity’s ability to receive emergency services may be impeded.
Contractor cannot assure Purchasing Entity that if Purchasing Entity places a 911 call or text Purchasing Entity will be
found. Emergency Alerts. Contractor has chosen to offer wireless emergency alerts, within portions of our coverage area,
on wireless alert capable Products. There is no additional charge for these wireless emergency alerts. For details visit:
www. Contractor.com/responsibility/consumer-info/safety/wireless-emergency-alerts.

Contractor may use a variety of information and methods to determine the location of a 9-1-1 call, including Contractor’s
GSM wireless Network if available in a User’s location, or the location of a User’s Primary Address. Even with this
information, Purchasing Entity acknowledges that an emergency operator may not be able to receive or use the address
information (or a User’s phone number) to locate the User in order to provide emergency services. If a User dials 9-1-1
while outside the U.S., 9-1-1 services may not be available. Purchasing Entity is required to provide Contractor with a
valid address for the location at which Purchasing Entity’s Master Account Users primarily use Wi-Fi Calling (“Primary
Address”). If Purchasing Entity does not provide Contractor with a Primary Address, Contractor may block Users’ usage
of certain Wi-Fi networks. If such address changes, either temporarily or permanently, Purchasing Entity will register
the new address with Contractor. Contractor assumes no responsibility for securing the Primary Address. When Users
use Wi-Fi Calling Service away from the Primary Address, Contractor may have no or very limited information about
the User’s location, which could result in (i) a 9-1-1 call being routed to an out-of-area public safety agency; (ii) the
public safety agency receiving incomplete information about the User’s call and the User’s location; or (iii) a User’s 9-
1-1 call being routed to an emergency response center, which will ask the User for the User’s location and use that
information to route the call to a public safety agency.

13.3 Text-to-911: Text to 9-1-1 may be available in some locations where Contractor Service is provided and is
dependent on the public safety agency’s ability to receive text messaging. Contractor recommends that Purchasing Entity
uses voice communications as its primary method of contacting 9-1-1.

Calls to 911 from a TTY will not work when using Wi-Fi Calling or Voice over LTE (“VoLTE”). If Users cannot make
a voice call to 911, Contractor recommends that Users use an intemet-based Telecommunications Relay Service such as
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Video Relay Service, IP Relay Service, or IP Captioned Telephone Service. Contractor Real-Time Text (“RTT”)
technology is available on Contractor’s network and can be used on select Products to contact 911. For more information,

see www. Contractor.com/accessibilitvpolicy.

134 911 Access: 911 services are made possible by state and local governments. Contractor handsets are capable
of making calls to 911 in the United States, and 911 access is available to Purchasing Entity regardless of rate plan. The
handset must have battery power and connectivity io complete a 911 call. When making 911 calls, Purchasing Entity’s
Users must be prepared to provide information about where the User(s) are located. In some cases, 911 communications
center operators may not know the User’s phone number or have information about that User’s location. Other third-
party entities are involved in connecting a 911 call and Contractor does not determine the public safety agency to which
the 911 call is routed. If Purchasing Entity is porting a phone number to or from Contractor, Contractor may not be able
to provide Purchasing Entity with some Services, such as 911 location services, while the port is in process. If any User
is outside the U.S., such User may have to dial a different number than 911 to call emergency services.

13.5 Wi-Fi Calling. Wi-Fi Calling services use an internet connection to make calls, (“Wi-Fi Calling”), including
911 calls, and calls to 911 using Wi-Fi calling operate differently than traditional 911. When enabling Wi-Fi Calling,
Purchasing Entity must provide Contractor with the primary strect address at which the Wi-Fi Calling service will be
used (“Registered Location™). If Purchasing Entity’s Users call 911 over Wi-Fi, Contractor will provide Purchasing
Entity’s Registered Location to the public service entity that answers the call, and it may be used to help emergency
responders locate a User. Purchasing Entity agrees to update its Registered Location if Purchasing Entity’s Users use
Wi-Fi service at a different location. Purchasing Entity can update its Registered Location by contacting Contractor

Purchasing Entity Care.
7
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NASPOQ

ValuePoint

MA176-1
Wireless Data, Voice, and Accessories
Attachment B

Scope of Work

Section 1: General

1.1 Background

The purpose of this Master Agreement is to provide Wireless Data, Voice, and Accessories for all
Participating States. The Master Agreement may be used by state governments (including departments,
agencies, institutions), institutions of higher education, political subdivisions (i.e., colleges, school
districts, counties, cities, etc.), the District of Columbia, territories of the United States, and other
eligible entities subject to approval of the individual chief procurement official and compliance with
local statutory and regulatory provisions. The initial term of the master agreement shall be 5 (Five)
years with renewal provisions for an additional 5 (Five) as outlined in Section 3 of the NASPO ValuePoint
Master Terms and Conditions (Attachment A).

1.2 Order of precedence

Per the NASPO ValuePoint Master Terms and Conditions, Participating Addenda (called “PA") will have
precedence over the Master Agreement within the participating jurisdiction.
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1.3 Green Awards

End users of the Master Agreement may have requirements to purchase products and services that
adhere best practices of sustainability and environmental consciousness. Contractor should anticipate
addressing these needs as they arise in the Participating Addendum process.

1.4 E-Rate

To the extent the services offered are subject to the E-rate discount program, all award Contract
Vendors must commit to participation in the Federal Communication Commission's E-rate discount
program established under authority of the Federal Telecommunications Commission Act of 1996.
Participation in, and implementation of, this program must be provided without the addition of any
service or administration fee by the Contract Vendor.

1.5 Net Neutrality

Recent changes by the Federal Communications Commission in their rules related to the issue of Net
Neutrality have increased state’s interest in promulgating their own law, rule and policies on this topic.
This solicitation will have no requirements related to Net Neutrality for the Master Agreements. It is
anticipated, that this issue will be pertinent in the Participating Addendum process. Potential
participating entities will be made aware of this consideration by the Lead State in a reasonable fashion.

Section 2: Categories of Award

2.0 Overview of Award Categories
The products and services for this contract are awarded in 3 (three) categories. These categories are:

Category 1- Cellular Wireless Services: This category will cover the basic cellular wireless transport
services for voice, data and messaging, as well as any new basic transport services that may be
introduced for applications like those defined for Internet of Things (loT) applications. “Cellular wireless
transport” is defined to mean carrier provided wireless services that employ a radio access network
based on technologies defined by the Third Generation Partnership Program (3GPP). We are requesting
pricing for both traditional cellular pians that include a subsidized mobile device as well as bring your
own device (BYOD) plans where the user will supply their own mobile device and require only network
service from the carrier.

Category 2- Equipment and Accessories: This category includes any equipment or accessories operating
over cellular carrier provided network services or intended for use with cellular connected devices.

Category 3- Turnkey Wireless and loT Solutions that are offered as a product: This category includes any
of the wireless or loT solutions or applications being offered as a complete product by the cellular
wireless carriers or any other Contractor(s).
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2.1 Category 1- Cellular Wireless Services

This category will cover the basic cellular wireless transport services for voice, data and messaging, as
well as any new basic transport services that may be introduced for applications like those defined for
Internet of Things (loT) applications. “Cellular wireless transport” is defined to mean carrier provided
wireless services that employ a radio access network based on technologies defined by the Third
Generation Partnership Program (3GPP). We are requesting pricing for both traditional cellular plans
that include a subsidized mobile device as well as bring your own device (BYOD) plans where the user
will supply their own mobile device and require only network service from the carrier.

This Award Category is for National Award only.

2.1.1 Definitions

3rd Generation Partnership Project (3GPP) The international standards body that covers cellular

telecommunications network technologies (http://www.3gpp.org).

3G Third generation of wireless mobile telecommunication technology as defined by the 3rd Generation
Partnership Project (3GPP).

4G Fourth generation of wireless mobile telecommunication technology as defined by the
3" Generation Partnership Project (3GPP).

5G Fifth generation of wireless mobile telecommunication technology as defined by the 3" Generation
Partnership Project (3GPP).

Bandwidth Throttling The mechanism a service provider uses to reduce the data network capacity
available to a user of its wireless services.

Bandwidth Throttling Threshold In “unlimited” cellular data plans, the data volume at which the carrier
begins instituting bandwidth throttling for the balance of the billing period.

Bring Your Own Device (BYOD) Plans where the user will supply their own mobile device and require
only network service from the carrier.

Cellular Wireless Carrier: A wireless carrier that owns the majority of its infrastructure and operates a
mobile wireless network primarily utilizing standards developed by the 3GPP.

Cellular Voice A wireless voice telephone service offered by the cellular carriers.

Cellular Wireless Carrier-provided wireless services that employs a radio access network based on
technologies defined by the 3rd Generation Partnership Program (3GPP).

Coverage Area The geographic area in which a carrier provides service. When located within this area, a
subscriber with a compatible device should be able to access usable wireless services on that carrier’s

network or its partner networks.
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FirstNet FirstNet is a government subsidized wireless network specifically designed for the needs of
public safety users; access to FirstNet services will be limited to defined categories of users related to
public safety. FirstNet was created under the Middle Class Tax Relief and Job Creation Act of 2012,

Individual Responsible (IR) Plan Discount Individual Responsible Accounts (“IRU”) are accounts for
products and services between Contractors awarded a contract under this solicitation and individuals
who are employees of eligible users of the Master Agreement. IRU accounts are for the personal use of
individual employees of eligible end users of the Master Agreement.

Corporate/Government Responsible (CRU) Plan CRU plans are plans that are purchased by end users of
the Master Agreement that is awarded from this solicitation.

Land Mobile Radio (LMR) Terrestrial-based, wireless communications systems, generally operating in the
frequency range below 1 GHz, and commonly used by emergency responders to support voice and low-
speed data communications.

Mission Critical Push-to-Talk (MCPTT) A new standard for public safety PTT systems (starting with 3GPP
Rel. 13) that also operates over the cellular carriers’ wireless networks and supports, among other
capabilities, the ability for wireless stations to discover and communicate directly with other system
users without relaying those transmissions through a cellular base station.

LTE (Long-Term Evolution) A 3GPP standard for high-speed cellular wireless communications.

Mobile Messaging The ability to compose and exchange electronic messages that may include text,
audio, video and other symbols between two or more users of mobile phones, tablets or other devices.

Public Safety The functions of government, which ensure the protection of citizens, persons in their
territory, organizations, and institutions against threats to their well-being.

Push-to-Talk (PTT) A method of wireless voice communications using a momentary button to switch the
wireless device from voice reception mode to transmit mode; in a cellular PTT system, all transmissions
are relayed over the carrier’s radio channels and through a server installed in the carrier’s network
infrastructure. Transmissions are received by all stations within range of that particular radio channel
and are part of that broadcast group.

Quality of Service {QoS} Mechanisms employed in packet switching networks that allows them to
prioritize certain classes of traffic over others thereby providing better performance for those preferred
classes with regard to transit delay, jitter (variation in transit delay), and packet loss.

Short Message Service (SMS)/Multimedia Messaging Service (MMS) Wireless services offered by the
cellular carriers allowing users to exchange short text (SMS) or audio/video files (MMS). These services
are differentiated from other messaging services like Apple Messages and WhatsApp by the fact that
they are offered by the cellular carriers and are typically charged as a separate item on the service plan
along with voice and data.

Subsidized Plan Cellular plans where the carrier will provide a phone, or tablet at a subsidized price.

Wireless The transmitting of signals using radio waves instead of wires.
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Wireless Carrier A provider of wireless communications services that owns or controls all the elements
necessary to sell and deliver services to an end user including radio spectrum allocation, wireless
network infrastructure, back haul infrastructure, billing, customer care, provisioning computer systems

and marketing and repair organizations.

Wireless Data A communication service offered by mobile carriers that allows users to access the
internet and other data services via its wireless networks using a smartphone, tablet or other cellular-
connected mobile device.

Wireless Plan A bundled subscription offering from a cellular carrier providing some combination of
services.
Wireless Priority Service (WPS) A government-directed emergency phone service managed by the

Department of Homeland Security’s Office of Emergency Communications (OEC). Like FirstNet for data
services, WPS provides priority network access to wireless voice service (2G or VoLTE) exclusively to

defined categories of qualified subscribers.

2.1.2 Subsequent Network Characteristics and Technology

This solicitation covers the addition of new technology and methods that are substantively similar to
existing 3G, 4G, and 5G Network characteristics.

2.1.3 Plans

Contractors will define the rate plans to be available under the Master Agreement that results from this
solicitation and must provide all details of every plan offered in Attachment G. At a minimum plan
details should include the items listed in Attachment G if applicable.

Subsidized Plans

Subsidized plans are those that include a device to connect to the wireless network as a part of the

monthly plan cost.

Bring Your Own Device Plans

Bring your own device plans are those that require the user to provide a device for connection to the
cellular network or to pay for a device separately from the monthly service plan.

2.1.4 Legacy Plans

Plans covered by the predecessor Master Agreements administered by the State of Nevada (Contract
No. 1907)(“Legacy Plans”) for purchasing entities who are currently enrolled will be included within the
scope of the Master Agreements awarded by this solicitation. All Legacy Plans must be described on
Attachment G: Plan Coverage Attachment.

Discontinuance of Plans

Contractor will maintain plans if they are being used. Contractor may discontinue any plan or feature
that has not had any active subscribers for at least the previous 90 days. Contractor to provide a
minimum of 90 days notice to Lead State if a Plan is to be discontinued to end users.
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2.1.5 Service Requirements

Designated Sales Point of Contact

Each Master Agreement awarded by this solicitation shall have a designated point of contact for sales
purposes.

Designated Customer Service Point of Contact

Each Master Agreement awarded by this solicitation shall have a designated point of contact for
Customer Service escalation purposes.

Designated Contract Manager

Each Master Agreement awarded by this solicitation shall have a designated point of contact who
manages the contract and may be contacted by administrators of the Master Agreement or PAs.

2.1.6 Pricing Requirements

Subsidized Device Plans

Plans covered by the predecessor Master Agreements administered by the State of Nevada (Contract
No. 1907) that offered phones at no cost are to be included by the Master Agreements awarded by this
solicitation if the Contractor is awarded under this solicitation. For any new plans offered under this
contract, Proposers have the flexibility to include a subsidized phone in the plan cost or to require the
user to provide a device or pay for it separately.

Financing

Financing is allowed under the Master Agreement, but may be subject to each PA as some jurisdictions
may not allow Financing.

Individual Responsible (IRU) Plan Discount

Pricing Discounts for Individual Responsible plans by public employees are to be stated on the Cost
sheet. See Section 5.

Waiver of Service Activation Fees

Service Activations Fees will not be allowed under the Master Agreements that derive from this
solicitation.

Number Porting

Carrier must provide wired or wireless number porting to/from the mobile device with no charges or
penalty.

Upgrade

Users must be able to upgrade or downgrade their service plan at any time with no limits and no
restarting of service line contract terms.

Cancellation Fees
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Carrier must provide for any participating entity the ability to cancel at least 25% of the active lines of
service under contract (subsidized device) in any given year with no early termination fees or other

cancellation fees.

Carrier must not assess any cancellation fee or early termination fee for any lines of service that are
provided under a Bring Your Own Device option where subsidized equipment is not included in the

monthly rate plan cost.

Activation and Billing

Carrier must not commence billing for a device until completion of an order and activation request is
executed by the participating entity representative, the user or another individual designated by the
participating entity representative. Specific billing and activation procedures may be refined within

Participating Addenda.

Cost Sheet

Contractor must populate the cost sheet Attachment C. The plans identified in Attachment C are to be
offered to end users and will be included in Attachment G. Contractor must also indicate a discount for
plans available under the master agreement that results from this solicitation., that are not entered into

Attachment C.

Plan Description

Contractor must include detailed descriptions of all new rate plans approved by the lead state by fully
populating Attachment G with complete details related to each plan and feature offered under this

contract.

Presentation

Contractors should propose plans that can be easily understood without complex restrictions and terms.
Scoring will reflect the degree of concise and impactful plans — from flexibility and cost perspectives.

2.1.7 internet of Things (loT) Services

Data plans related to Internet of Things services are covered by this award category. Please describe
your Internet of Things offering as it relates to Attachment L, Network Technology Questionnaire in your

proposal.

2.1.8 Public Safety/Wireless Priority Service
2.1.8 PUBLIC SAFETY CATEGORY

The Wireless Services Provider (Contractor) will describe how their proposal if and how they
intend to provide an exclusive, dedicated broadband network for public safety communications

to public safety entities and first responders.
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Contractor will describe if and how they would provide for a dedicated network exclusive for
use by emergency response providers such as Federal, State, and local emergency public safety,
law enforcement, emergency response, emergency medical (including hospital emergency
facilities), and related personnel, agencies, and authorities; including Native American Tribes
(Sovereign Nations) or authorized tribal organization and rural communities, unincorporated
town or village, or other public entity.

Carriers will describe how their proposed services will have the ability to provide the most

comprehensive, reliable coverage and highest priority for emergency communications, such as:
e Broadband LTE network allowing first responders and other public safety personnel to

send and receive voice, data, video, images, push-to-talk and text without concerns

about network congestion.

Mobile Devices

Mobile Device Management, to include Maintenance and Replacement

Public Safety Applications and Solutions

Assured Priority and Preemption when needed

Network Security

Interoperability:
Interoperability is critical to all public safety agencies, therefore; The Wireless Service Provider

(the Contractor), will describe how they enable comprehensive public safety broadband
interoperability at all levels including the sharing of priority and preemption protocols,
applications, and mission critical Push-to-Talk (MCPTT) communications and off-air device to
device communications during an emergency situation.

Deployable Access:

The Wireless Service Provider (the Contractor) will describe how they will provide cellular
connection in areas where service does not exist or where service fails during emergency
circumstances. The Wireless Service Provider will describe how they provide dedicated access
to Satellite Cell on Wheels and Portable Emergency Communications.

The Wireless Service Provider (Contractor) will describe additional deployable equipment for
dedicated access in areas where service does not exist or where service fails during emergency

situations.

Optional Services:

Additional Public Safety Services sold under the NASPO ValuePoint Master Agreement other
than the requirements listed, must be properly reviewed and approved by the lead state.
Option to Terminate:

The NASPO ValuePoint Master Agreement is an additional procuring mechanism. The Wireless
Service Provider (the Contractor) must agree; if a Public Service Entity chooses to utilize the
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NASPO ValuePoint Master Agreement, the procuring agency has the option to terminate their
agreement at any time without added fees or penalties for cancellation.

The Lead State may cancel the Public Safety/Wireless Priority Service portion of the Category
1 Scope at any time. If the Lead State chooses to cancel the Public Safety/Wireless Priority
Service portion of Category 1 Scope, it will provide contractors with 180 days notice.

No other Terms and Conditions, End User Agreements, or any other terms will be offered with the new
product or service unless it is included in the Master Agreement.

2.2 Category 2- Equipment and Accessories

This category includes any equipment or accessories operating over cellular carrier provided network
services or intended for use with cellular connected devices.

This Award Category is for National Award only.

2.2.1 Definitions

Accessories Any equipment, component or add-on accessory intended for use with cellular connected
devices.

Equipment Any device operating over cellular carrier provided network. Does not include servers,
desktops or laptop computing devices.

Cellular Devices Any phones or other equipment used to connect over wireless services offered by
cellular carriers {Category 1).

2.2.2 Eligible Equipment and Accessories

Those products eligible as equipment and accessories under this solicitation, currently includes and may
be expanded as technology advances:

e Basic Cellular Devices

e Smartphones - i0S, Android, Other

e Stand Alone, Integrated or USB Dongle Cellular Modems

e  Wi-Fi/Cellular Routers

e Tablets that are cellular-network connected

s Other equipment with a primary purpose for communicating over the cellular carrier network,
currently including:
o Sensors
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o Cellular-enabled Video cameras
e Accessories:
Replacement Batteries
Cases & related accessories
Screen Protectors
Chargers
Cords / cables
Signal Boosters / antennae
Headsets and speakers for use with wireless devices

O 00O O0O0O0O 0

2.2.3 Service Requirements

Condition of Equipment and Accessories

All equipment and accessories provided under this contact must be new, unused and properly
functioning when received by participating entity if priced as a new product.

Superseded, used, returned, or reconditioned items will be accepted if labelled as such in the sales
order.

Trial Period

Contractor may allow for a designated trial period for testing/evaluating equipment and accessories
without additional charges or fees if applicable. Contractor will describe the timeframe for the ‘trial
period’ and procedures for implementing this policy in the sales invoice or purchase order.

Return of Equipment and Accessories

Any equipment or accessories that are not properly functioning when received by the participating
entity must be replaced by the contractor with new and properly functioning equipment or accessories
within 5 business days of the defective equipment or accessories being reported to the contractor.

Participating entities shall not be responsible for any costs related to the return and/ or replacement of
any equipment or accessories that are returned due to quality problems, duplicate shipments or other
shipping errors, outdated products or other issues related to non-compliance with terms of this
agreement. Contractors must confirm in writing to the end user when returns are received.

Participating entities shall not be assessed restocking fees or any other fees for items trialed and then
returned as unacceptable for any reason.

Contractor will allow for equipment and accessory purchases at all retail stores open to the public. Sales
personnel at retail stores will be aware of pricing from the Master Agreement that results from this

solicitation.
2.2.4 Pricing
Cost Sheet

See Attachment C for details for Award Category 2.

Financing
10
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Financing is allowed under the Master Agreement, but may be subject to each PA as some jurisdictions

may not allow Financing.

Individual Responsible (IRU) Plan Discount

Pricing Discounts for equipment and accessories offered to public employees with Individual
Responsible plans are to be stated on the Cost sheet (Attachment C). See section 5 for additional

details.

Shipping
Contractor if a Carrier must activate service on new equipment within 72 hours of request or shipping.

2.3 Category 3 - Internet of Things and other Turnkey Wireless Applications

This category includes any of the wireless or ioT solutions or applications being offered as a complete
product by the cellular wireless carriers or any other Contractor(s).

This Award Category may be for National Award, or Regional Award at the indication of the
Contractor in their proposal. Contractors will indicate this preference in Attachment W.

Awards will be made in each individual sub-category of Category 3, not for Category 3 as a whole. An
award in one sub-category does not entitle a vendor to offer products or services in any other

subcategories for which they were not specifically awarded.

2.3.1 Definitions

Turnkey Wireless Solution For the purposes of this solicitation a Turnkey Wireless Solution is an
integrated, on premise or hybrid system that includes three broad elements:

e End Points physical objects (things like sensors, cameras, end point devices, etc.) that contain
embedded technology to sense or interact with their internal state or external environment and
the ability to communicate with a remote application

¢ Network Services a wireless communication network providing M2M communication services
or some other method of data transport connecting the dedicated physical objects with;

e Back Office Systems applications and central or back end systems (servers, software, operating
systems, storage, etc.).

2.3.2 Turnkey Wireless Solutions

A Proposal shall fully disclose what is included in the Turnkey Wireless Solutions, including all
operational components, training, services, equipment, licenses, third party agreements, any and all

fees and performance guarantees.

Products and services offered by carriers/Contractors under Legacy Plans that are now part of Category
3 awards under this solicitation will be part of the contracts that result from this solicitation if the
carrier/Contractors has also been awarded under that Category and Sub-category.

11
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For example: MDM products under legacy plans may only be offered under the new Master
Agreement if the Contractor is awarded under the MDM subcategory of Category 3 awards.

If an Contractor is not awarded a product under an Award Category 3 subcategory, but has provided a
product or service under Legacy Plans, the Contractor may continue to offer the product to end users
already under contract. The product may not be offered to new end users unless the Contractor has
won award of the subcategory.

Turnkey Wireless Solutions Single Contract The provider offering a Turnkey Wireless Solutions may
utilize subcontractors and partners to provide various elements of the system, but the system including
all licensing rights will be covered by a single contract between the end user that purchases the system
and the provider who is awarded a master agreement for this category of award.

Limited Related Service The provider shall provide support services as needed to install, maintain and
enhance the system over the life of the system. These Limited Related Services shall be included in the
system pricing. Installation services may be capped in proportion to the project at hand. The Proposal
shall describe all related services that are included in the Turnkey Wireless System. The purchasing
entity shall have the option to purchase additional services at pricing offered by the proposer and
provide an hourly rate related to the project for the Additional Consulting or Integration Services.

Additional Consulting or Integration Services

a. The purchasing entity shall have the ability to purchase consulting or integration services from
the provider.

b. Consulting Services — In Category 3, “Consulting Service” means planning, assessment and other
professional consulting services provided by the Contractor related to the public entities
planning, design, assessing, operating or maintaining an loT solution.

¢. Additional Services — In Category 3, “Integration Service” means the process of making new loT
devices, data, platforms and applications, as well as existing IT assets (for example, business
applications, data, mobile, Saa$ and legacy systems) work well together in the context of
implementing end-to-end loT business solutions. Integration services are not part of turnkey
system or limited related service, but may be acquired from the provider or from a separate
integration service provider at the sole discretion of the purchasing entity.

Limited Related Service and Additional Consulting or Integration Services will be billed at an Hourly rate

will be included on the Cost Sheet (Attachment C} and will be included in the Master Agreement. The
Hourly rate will be a blended rate and will encompass all related cost for these additional services.

2.3.3 Category 3 Subcategories of Award
See Attachment V for Category 3 Subcategory Definitions.

Right to Refresh

This category of master agreements (Turnkey Wireless Solutions) may be reopened and refreshed at
the sole discretion of the Lead State at any time. The refresh may allow additional Turnkey
Wireless Solutions offering in the broad scope or by specifically identified sub categories. The
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Lead State reserves the right to change the methodology for award for all or any subcategories
at the time of the refresh/reopen of the solicitation. Awards for Award Category 3 in any
refresh solicitation will be given the same contract term as the initial award.

Data Protection

The provider shall:

a. Specify the best available standards-based encryption technologies and options to protect
sensitive data, depending on the particular service model that you intend to provide under this

Master Agreement, while in transit or at rest.
b. Describe whether or not it is willing to sign relevant and applicable agreements that may be

necessary to protect data with a Purchasing Entity.
c. Describe how it will only use data for purposes defined in the Master Agreement, participating

addendum, or related service level agreement.
d. Specify its data disposal procedures, policies and destruction confirmation process

Subcontractors
Providers must explain for each Turnkey Wireless Solutions offered if they intend to provide it directly or

through the use of Subcontractors. Any Subcontractor that a Provider chooses to use in fulfilling the
requirements of the solicitation must also meet all Administrative, Business and Technical Requirements

of the RFP, as applicable to the solutions provided in this category.

a. Contractor must describe the extent to which it intends to use subcontractors to perform
contract requirements. Include each position providing service and provide a detailed
description of how the subcontractors are anticipated to be involved under the Master

Agreement.
b. Ifthe subcontractor is known, provide the qualifications of the subcontractor to provide the

services; if not, describe how you will guarantee selection of a subcontractor that meets the

experience requirements of the RFP.
¢. Include a description of how the Contractor will ensure that all subcontractors and their

employees will meet all Statement of Work requirements.

2.3.4 Security For each Turnkey Wireless Solutions proposed include both a security disclosure
statement.

Contractors for Award Category 3 must submit answers to Attachment S.

2.3.5 Client Infrastructure Impact and Support

Contractors will be willing to provide a description of the Impact and Support on End User infrastructure
upon request Assessment what impacts the Turnkey Wireless application will have on the infrastructure
used by purchasing entity, including the client’s network, data storage and client owned and operated
endpoints before installation. Contractor will at the time of purchase identify any support required by
the purchasing entity to support the proposed Turnkey Wireless Solutions.

15
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2.3.6 Client Infrastructure and Support

Unless the purchasing entity waives the requirement, the Contractor shall provide a description of the
Impact and Support on the End User infrastructure. This shall include an assessment of impacts the
Turnkey Wireless application will have on the infrastructure used by purchasing entity, including the
client’s network, data storage and client owned and operated endpoints before installation. The
description shall also identify any resources required by the purchasing entity to support the proposed
Turnkey Wireless Solutions.

2.3.7 Pricing Requirements

Cost Sheet

See Attachment C for details for Award Category 3.

No other Terms and Conditions, End User Agreements, or any other terms will be offered
with the new product or service unless it is included in the Master Agreement at formation or

by Amendment.

Section 3: Adding New Products and Services

The Lead State anticipates establishing a process for regular communication with contractors and
addition of new products and services. Addition of new products will be treated differently based on
which category of award covers the product or service.

3.1 General Requirements

The Lead State, along with the sourcing committee of this Solicitation will review and add new products
and services to the Master Agreements outlined below. The Lead State reserves the right to modify this
process to ensure open, transparent and reasonable review of proposed new products and services.

3.2 New Products added under Award Category 1

For new service plans under Award Category 1, Carriers may add new plans as they become available to
end users, so long as the plans are added to Attachment G, Contract Coverage Attachment, at the next
quarterly update and therefore incorporated into the Master Agreement. If the new plans are not
added to Attachment G at the next quarterly update, they will not be included within the scope of the
Master Agreements that result from this solicitation. Once plans are incorporated into the Master
Agreement in this manner, they are subject to the termination restrictions in section 2.1.4.

3.3 New Products added under Award Category 2

Contractors may add new products under Award Category 2 at any time as long as they fall within the
scope of that award category. The Lead State reserves the right to make the determination of whether
a product falls within award category 2.
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3.4 New Products added under Award Category 3

For new products under Award Category 3, Contractors must submit a request to the Lead State and
sourcing team for consideration using Attachment N. All new products under Award Category 3 will be
allowed only through amendment of the Master Agreements that result from this solicitation.

After consultation with the sourcing team, the Lead State may choose to include the new product under
the Master Agreements by amendment. The Contractor will provide an updated Attachment G at the

next quarterly update for public distribution.

3.4.1 New Product Request Form

The New Product Request form will be submitted to the Lead State to request any new products or
services under Award Category 3(See Attachment M).

Proposed additional terms and conditions, end user agreements or related materials to be used with the
new product must be included with the New Product Request form to be considered for addition to the
Master Agreement. Terms and Conditions for additional products/services may be negotiated by the

Lead State before addition.

3.4.2 New Product Request Log

All new added products and services under Award Category 3 will be included on Attachment N, Request
Log sheet that will include Lead State recommendations and observations. This log will be included in
the contract file and will be available for public view.

3.4.3 Quarterly Amendments

The Lead State expects to conduct quarterly amendments of the Master Agreement to add new
products and services under Award Category 3. The Lead State reserves the right to amend, or not

amend the Master Agreement at any time.

Terms and Conditions not included in the addition of new products for Award Category 3 will not be part
of any agreement with end users. Contractors will present end users only with the Terms and
Conditions agreed to by the parties in the Master Agreement Amendment.

3.4.4 Terms and Conditions Compliance with Master Agreement

All Products offered under Award Category 3 shall comply fully with all applicable Federal and State laws
and regulations. The Order of Precedence clause in the NASPO ValuePoint Master Agreement Terms and
Conditions and/or Participating Addendum will control in the event of any conflict between the NASPO
ValuePoint Master Agreement and/or Participating Addendum and the Product Terms and Conditions.
Any third-party product provider must agree to the Master Agreement Terms and Conditions.

3.5 Quarterly Call/Meeting

The Lead State expects to have a call with contractors every quarter to discuss the status of the
contracts, discuss proposed new products and services, and any other issues that may arise regarding
the contract. These calls/meetings will be scheduled at mutually agreed upon times.
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3.6 Terms and Conditions Compliance with Master Agreement

Any and all Products offered and furnished under any award category shall comply fully with all
applicable Federal and State laws and regulations. The Order of Precedence clause in the NASPO
ValuePoint Master Agreement Terms and Conditions and/or Participating Addendum will control in the
event of any conflict between the NASPO ValuePoint Master Agreement and/or Participating Addendum
and the Product Terms and Conditions. Any third-party product provider must agree to the Master
Agreement Terms and Conditions.

Section 4: Individual Responsible Account Discounts

4.1 individual Responsible Account Definition

Individual Responsible Accounts (“IRU”) are accounts for products and services between Contractors
awarded a contract under this solicitation and individuals who are employees of eligible users of the
Master Agreement. IRU accounts are for the personal use of individual employees of eligible end users
of the Master Agreement. IRU discount offerings are not required by Contractors but are scored as a
Technical Scorable Criteria for Award Category 1.

All other plans used under this contract by eligible end users are Government/Corporate Responsible
Plans (CRU).45.2 Corporate Responsible Account Definition

Corporate Responsible Accounts (“CRU”) are accounts for end users of the Master Agreement.

4.3 Discount for Individual Responsible Account offerings

Contractors will indicate what, if any discount they allow for IRU accounts under this Master Agreement.
This discount is entered in their Costsheet (Attachment C) and be included in the Master Agreement.

Section 5: Reporting

5.1 General Requirements

5.1.1 Reporting shall be provided in the format required by NASPO ValuePoint:
6.1.1.1 Attachment H (Award Category 1)
6.1.1.2 Attachment i (Award Category 2)
6.1.1.3 Attachment J (Award Category 3)

5.1.2 Attachment G: Contract Coverage Attachment

Contractors under the Master Agreement that results from this contract will submit
quarterly Attachment G to the Lead State. This attachment is intended to encapsulate the
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5.1.3

plans, services and offerings of the contractor. This would include any legacy and current
offerings, including the plans entered on Attachment C. (anything that would be covered by

the Master Agreement).

For Award Category 1, all legacy plans that have a discount under the Current Nevada
Master Agreement must continue the discount to be covered by the Master Agreement that
results from this solicitation. All legacy plans that do not have a discount under the Current
Nevada Master Agreement may continue to have no discount under the Master Agreement

that results from this solicitation

Attachment G must be submitted by Contractors awarded under Award Category 1, Award
Category 3 and Award Category 4.

Individual participating entities may request specific equipment sales summaries, which
shall be provided at no cost.

Upon request, provide reporting elements and/or management reports related to usage for
services that are available and would optimize the participating entity’s ability to assess
utilization and cost.

Be able to provide custom reports as may be requested by individual participating entities.
Describe in general, the level of sophistication and complexity, custom usage report data that
you can provide to the participating entities. Vendors should provide a sample report with their

proposal.

Upon request, provide subscribers with usage reports which include full itemization of call

details (such as the information on the Contractor’s standard bill for consumer accounts) to
enable verification of usage including: (1) call date, call number call length, call time, and (2)
plan cost, per minute charges, overage cost, additional features charges and other fees, etc.

5.2 Quarterly Call/Meeting

Contractors must be available for a quarterly meeting by phone, video conference, or in person to
discuss contract concerns, developments and any upcoming additional products or services related to

reporting.

5.4 Usage Reports (Other States)

Other States and participating entities may have alternate reporting requirements and will be addressed
by their Participating Addendum.
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Section 6: Pricing Landing Page

6.1 General

NASPO ValuePoint will develop a pricing landing page (webpage) to display contractor pricing in
several key areas on an ongoing basis. It is anticipated that the end users will be able to use this
Pricing Landing page as a tool to aid in pricing and negotiating plans and device accessory
purchases from all awarded contractors. Contractors are expected to provide certain required
fields for the Pricing Landing Page. This Section applies only to Category 1 awards.

6.2 Pricing Landing Page Requirements

6.2.1 General Requirements

The Pricing Landing Page will consist of a webpage to allow for quick reference of plans, equipment,
accessories and services offered by contractors. Contractors may update the required fields at their
discretion whenever they wish. The fields must be populated by contractors.

6.2.2 for Carriers/Contractors {Awarded under Category 1)

At the onset of the contract, Carriers/Contractors will be required to enter in pricing plans for the
following scenarios that are found in Attachment C (Costsheet):

® Plans that include a subsidized device in the monthly rate plan cost
o Basic phone with unlimited voice and messaging

Smartphone - 4 Gig of data, unlimited voice & messaging

Smartphone - 300 minutes of voice, unlimited data & messaging

Smartphone - unlimited data, voice & messaging

data only - low - 150 kb

data only - moderate - 4 Gig
o data only - unlimited data

e Plans that require user to supply the device or pay for it separately
o Smartphone - 4 Gig of data, unlimited voice & messaging

Smartphone - unlimited data, voice & messaging

Tablet - 1 Gig of data

Tablet - shares data with other devices

data only - low - 150 kb

data only - moderate - 4 Gig

data only - unlimited data

O 0 0 0O

0O 00 000

These categories have been identified as representing the rate plans and services that are most
commonly purchased by NASPO Participating Entities. The categories may be changed as desired by the

contractor by submitting updates to NASPO ValuePoint.

1%
MA176-1 Wireless Data, Voice and Accessories Attachment B: SOW

P122



DocuSign Envelope ID: E92D1967-A322-489B-A040-566E50455EES

6.3 Pricing Landing Page Features

Pricing information

The Lead state will develop a required reporting based on the 14 scenarios listed in Attachment C for the
landing page. The lead state reserves the right to determine requirements.

Disclaimers

Clear disclaimers to end users that all pricing reflects contractors best estimates for hypothetical use
cases and does not represent local fees, taxes and potential discounts available at specific locations

Point of Contact Information

Sales, Customer Service and Contract Administration point of contact information for ease of reference

Current Offers

Current Discounts, Offers, and Specials available to end users. This would be done on a national basis.
Disclaimers for reasonable variance will be allowed at the discretion of the lead state.

Section 7: Administration of Contracts

7.1 Quarterly Amendment

The Lead State anticipates it will provide for regular quarterly amendments to the Master Agreement if
there is a need to add new products or services. (Section 4). The Lead State at its discretion may elect to

amend the Master Agreement at any time.

7.2 Quarterly Call

The Lead State and sourcing team intend to hold quarterly calls to facilitate new products/services,
discuss the administration of the Master Agreements, and all other applicable aspects of the master

agreement.

7.3 Annual Meeting

Contractors must be available for an annual meeting in person to discuss continuing administration of
the contract. The Lead State anticipates meeting once a year in person to facilitate more in depth
communication. The location of in-person meetings will be in The Salt Lake City area, or elsewhere at

the discretion of the Lead State.

7.4 Published Documents

The Lead State intends to publish all new product/service request forms, new product logs, and any
sourcing committee recommendations and notes related for reference. End users may use these

documents to aid in their purchasing decisions.
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MA176-1 Wireless Voice, Jsta and Accessortes Attichment C; Costsheet

Award Category 3 Costabast_

- ‘endor 1 T-Mobde LIS, e |
= ey R oy Pa==1] 1K Tl =" = I e e el S aEmE oot
”:’:' Model Price Per Unkt Average Cost
Grthfin Appin iEhane X Survivar Strong Case - Hiack 51999 Other options available at httpe://business:t-moblle.comy/accessories
b IE [sitane Cave for hnee k5 2998 $3666 Other options avallable a bt m:/fbusiness.t-mobile.com/accessories
_ |omerBax Syt rySecies Cae for Samsung Oalsy 55 533.99 Other oniions available 31 htis://husinest.t-mobile.car/accessories
¥ Tech2i Aniple (Phone X6 impact Sheeld 534.99 Other ojstlons available at hitpi://business.t-mobile.com/accessaries
7 PureGear A On Extrme Impact for Sumng Galury 53 520.99 $29.99 Other options avallable at httpe:/fbusiness.t-mobile.com/accessaries
PureGas Rall-On Extrmme Impact for 1Phone X5 $24.99 Other options available at hitys:/ business tmobite.com/accessarles
: {T-Matnle th Lighrrving Cable 519.93 Other aptions available at htts:/{business 1-mobile com/accessorles
’ $19.99 $18.32 Other options avallable at iips:i/business.tmoblle.com/accessories
$14.99 Other options available at irttpa://Business.t- moblle.com/accessories
$2995 Other options avallable at https.//bininess.tmobile.com/sccessories
= $155.99 S8, Other avallable at httjsi://business.t- mobile.com/accessories
g link'd Wired with mic - Black 519.99 Other oftions avallable at httge:/fbusiness.t-mobile.com/accessories
4 3 Go Speaker $39.99 Other o] avallable gt httai//usiness.t-mobile.com/accessarles
S |speakar for uue with wirsies Link 20 - Black $149.99 $123.32 | Gther optlons available st httgs:// business.t-mobile.com/accessories
— e BLAST and POWER UP - Black £179.99 Other oztions available at httfe:/fbusiness.t-mablie.cofryaccessories
$75.00 Pricing are subject to chafge at time of surchase and availability.
& |Basic Cell Phane .00 $25.00
! $0.00
b $0.00
1 |PushtoTalk Device 50.00 $0.00
= N/A 50.00
iPhane X5 64GR $995.99 Pricing are sulifect to change at time of Aurthase and avallabilay_
*  |smartPhones ]IPhanex 6468 3899.99 587333 Pricirg are suliject ta change at time of purchase and availabll
Galisy 59 5468 572000 Pricing are subiect to change at time of purchase and availabily.
] 1Pad 3268 $459.59 | Pricing are sutact to changr at time of purchase and availsbility.
& 5 |Tabins |Pad Pro 105 6468 $779.99 $493.33 Pricing ars subject to change 2t time of purchase and avalability.
yTab E 5240.00 are Lulten 1o change ot Yime of purchase sed sval :
i Lo |Celiular Moders 000 e
| stand alone, Integrated or USB $0.00
$0.00
it 572.00 Pricifg are sultfect 10 change a1 time of purchase and availability.
t1 |MIFiKot Spats 40,00 $24.00
$0.00
30.00
WIFI Cellular Routers 50.00
= $0.00
$0.00
A JtoT sensors $0.00 S00
$0.00
) $0.00 .
14 |collubar-enabled videa cameras 50,00 S0
$0.00
$0.00
15 |cords/ cables 5000 50,00
$0.00 $0.00
$0.00 $0.00 T-Moblle wili work with each Particlzating State on in-bulldling safutions.
16 |Signsl Boosters / Antennas $0.00 $0.00 0w T-Mobite will wark with each State on in-buikdling sohuions.
$0.00 5000 T-Mobile will work with each Panticigating State on kv buildling solutions.
Total - $278.28
= AL = e et D, o IR e
I What axpects of plans oes this discount epply o7 Plecse be spect
Perrantags off dacount ras offared 1o LU sccol <o Prumotbniloﬂ;munlhclimrdwchm may apply.
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MA176-1 Wireless Voice, Data and Accessories Attachment C: Costsheet
Category 3A: Fleet Management Costsheet
VENDOR | | T-Mobile USA, Inc.
Monthly Recurring Cost
e total annual
i i haracteristi hi
Description quantity of ||monthly fee cost QFFEROR NOTES Describe plan attributes and characteristics per the
(qty x fee x  |instructions*.
vehicles
12)
10 $12.60 $1512.00 SyncU'P FI..EEr: Advar'mced, real-time fleet management and monitoring for
organizations of all sizes. Includes access to the web-based partal that
100 $12.60 $15,120.00 SyncU.P FI..EEI': Advar:nced, real-time fleet management and monitoring for
organizations of all sizes. Includes access to the web-based portal that
B e S ana et 500 $12.60 $75,600.00 SyncU.P F.LEET: Advar?ced, real-time fleet management and monitoring for
organizations of all sizes. Includes access to the web-based portal that
1000 $12.60 $151,200.00 SyncU.P FI..EET: Advar.\ced, real-time fleet management and monitoring for
organizations of all sizes. Includes access to the web-based portal that
5000 $12.60 $756,000.00 SvncU_P F.LEET: Advar'1ced, real-time fleet management and monitoring for
organizations of all sizes. Includes access to the web-based portal that
Total Annual Recurring Cost $999,432.00
Description requirements
Basic Fleet Management *Solution to track, monitor & dispatch vehicles while collecting information on vehicle location & operation
*must have option to connect to vehicle's On Board Diagnostic-il {OBD-I1} port
*Ability to monitor vehicle location
*Provide location-based vehicle dispatch support
*Collect information on driver performance
*Real time and historical reporting via secure, centralized portal
*Ability to set up alerts based on customer devined parameters
minfmum
costper | Total Set U,
LDescrlption quantity of 4 S REL P, OFFEROR NOTES Details of Installation and Set Up of customer's instance
vehicle Cost
vehicles
10 $0.00 $0.00 Installation, set up and basic training is included at no charge.
100 $0.00 $0.00 Installation, set up and basic training is included at no charge.
Total One Time Cost for Installation, Set Up . . A~ 410 ]
and Basic System Administrator Training 500 $0.00 $0.00 Installation, set up and basic training is included at no charge.
1000 $0.00 $0.00 Installation, set up and basic training is included at no charge.
5000 $0.00 $0.00 Installation, set up and basic training is included at no charge.
Total Installation and Set Up Cost $0.00
Instaligtion & Set Up Requirements
Description requirements
Installation, Set Up and Basic System *Set up and configuration of customer's instance in provider's hosted environment.
Administrator Training *install each device in vehicle and connect to OBD-It

|Scorable Cost | $999,432.00 |
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MA176-1 Wireless Voice, Data and Accessories Attachment C: Costsheet

Category 3C: Mobile Intégration Costsheet

VENDOR | | T-Mobile USA, inc.
i - Monthly Recurring Cost i i e :
total annual
minimum
Description quantity of |monthly fee cogt OFFEROR NOTES Describe plan attributes-and characteristics per the Instructions®.
licenses fqty x fee x
12) »
a. Cloud PBX Calling
i. Direct Inward Dial/Direct Outward Dial to/from Business Phone Number
ii. Direct Inward Dial/Direct Outward Dial to/from Business email address to Business email address
iii. Personal Group Calling (existing and ad-hoc) 3-Way calling implemented through ad-hoc personal groups
iv. Transfer (Blind, Consuitative)
v. Hoid
vi. Call Waiting
vii. Call Waiting ID
viii. Call Forward (All, No Answer, Busy, Selective)
10 $23.50 $2,820.00 |ix. Find Me Follow Me
Basic Mobile Integration cost x. Do Not Disturb
per device xi. Out of Office
xii. Caller Name & Number
xiil. Call Name &/or ID Block (outbound)
xiv. Call pull
xv. Voicemail
xvi. Voicemail to text (300 sec)
100 $23.50 $28,200.00 |Same as above.
500 $23.50 $141,000.00 |Same as above.
1000 $23.50 $282,000.00 |Same as above.
Total Annual Recurring Cost $454,020.00
I Service Requirements - =E S L=AEN EaChaguniy s O IEY
ption requirements
Basic Mobile Integration As 3 minimum, solutions meeting this criteria will provide:
«Single Number Reach or the ability for a user to be reached at a single business telephone number.
Calls to that single telephone number would ring at both the user’s desk phone or mobile device either through simultaneous and/or sequential ringing.
« Single Voicemail Box for calls to that single business number.
Installation & Set Up Costs ] — TSR oM ¥ o
LG Total Set Up 1
{Description quantity of Cost OFFEROR NOTES Details of Installation and Set Up of customer's instance
licenses
Total One Time Cost for 10 $0.00 Installation and Set up at no cost.
tnstallation, Set Up and Basic 100 $0.00 Installation and Set up at no cost.
System Administrator 500 $0.00 Installation and Set up at no cost.
Training 1000 $0.00 Installation and Set up at no cost.
Total Installation and Set Up Cost $0.00

i

_instoiiation & Set Up Requirements , g~

Description

requirements

Instaliation, Set Up and Basic
System Administrator
Training

*Set up and configuration of customer’s mobile service with integration to wired service.
*At least one remote meeting with customer’s designated system administrator to complete set up and provide knowledge transfer.

[Scorable Cost

| $454,020.00 |

Consutlative Hourly Rate (this
rate will be included in the

50.

00
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Carrier lists every plan in use under the NASPO contract, provides the quantity of the lines of service using each plan and provides basic details of the plan

Plan Discount Access Cost e L
LineCount | Plan# " — Before |Voice Data Text |subsidized Notes
Description | Eligibile N
Discount [Minutes JPooIed GB IPooIed Qty Device
gty devices o if yes /no
this plan carrier
has one
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Provider lists each Make / Model of equipment sold and the quantity sold of each.

Quantity |Equipment/ Part Discount . .
f | List P
Sold Accessory Number Manufacturer Mode Eligibile ist Price Notes
Type
yes / no
to be taken

from category
2 cost sheet
examples:
smart phone
tablet
case
efc ..
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MA176-1
AttachmentL
Wireless Data, Voice and Accessories

Network Technology Questionnaire

Network Technology Questionnaire
REDACTED VERSION

The following section requests a description of the characteristics of the networks that you will be using to
provide the services covered by award Category 1 of this RFP. To understand the infrastructure and context
in which your services will be offered, we ask that you please describe your existing networks, technologies,

and plans.

1. 4G Cellular Services
Describe the current status and plans for your 4G LTE and earlier generation wireless voice/data

technologies.
1. Current 4G network coverage across the U.S.

T-Mobile Response: Since 2015, T-Mobile USA, Inc. (“T-Mobile”) has more than tripled our LTE
coverage. We now cover more than 323 million people and we’re working to increase our LTE
coverage to 325 million by the end of 2018.

2. Major planned enhancements for these and earlier generation networks in light of the deployment
of 5G-based services

T-Mobile Response: in April 2017, T-Mobile purchased more than $8 billion of 600 MHz spectrum
from the Federal government. T-Mobile will dedicate part of the new 600 MHz spectrum we just
won to LTE and then part to 5G nationwide. T-Mobile is the first company to commit to building a
nationwide 5G network. In addition to the 600 MHz band, we have 200 MHz of spectrum in the
28/39 GHz bands covering nearly 100 million people in major metropolitan areasand an impressive
volume of mid-band spectrum to deploy 5G in as well. This positions T-Mobile to deliver a 5G
network that offers BOTH breadth and depth nationwide. As 5G standards are defined, chipsets are

REDACTED VERSION
CJ18012 Wireless Data, Voice and Accessories RFP Attachment L: Network Technology Questionnaire
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delivered, and equipment comes to market, we expect to be 3GPP certified and be able deploy 5G
on clean spectrum — without any re-farming dependency — which means we can light it up and roll
it out quickly. We’ll expect all this to begin in 2019 and target 2020 for a full nationwide rollout.

3. Voice Quality Performance Target/Guarantee:
a. Mean Opinion Score (MOS) rating for voice calls

T-Mobile Response: T-Mobile is measuring Mean Opinion Score (MOS) for Voice traffic but
we do not currently report on this regularly. The primary metrics we rely on for
benchmarking customer experience with voice are Dropped Call Rate and Network
availability, noted in the other responses.

b. Dropped Call Percentage

T-Mobile Response: T-Mobile relies on an extensive system of network performance tools
to assess network reliability and performance. Network performance statistics are
monitored and noted degradations are addressed. The specific metrics are confidential,
however, the network is engineered to a better than 2% call failure rate (drops, blocking,

etc.).
c. What improvements do you expect with the introduction of VoLTE and Wideband Voice?

T-Mobile Response: Over 85% of our calls are carried as Voice over LTE (VOLTE) and
Wideband Voice has been deployed since 2016.

4. Broadband Data Performance Expectations/Guarantees:
a. Uplink/ Downlink Data Rates(Peak, Sustained, Cell Edge)

T-Mobile Response:
4G LTE Network (On-Device):
e Download speeds: Typically between 7 — 40 Mbps, with peaks up to 90 Mbps and
minimum expected speeds of less than 0.1 Mbps
e Upload speeds: Typically between 4 — 20 Mbps, with peaks up to 35 Mbps and
minimum expected speeds of less than0.1 Mbps
e Latency: Typically between 30 — 55 ms

4G LTE Network (Via Smartphone Mobile HotSpot/Tethering, for Plans Including 4G LTE
Tethering):
e Download Speed: Typically between 3 — 25 Mbps, with peaks up to 90 Mbps and
minimum expected speeds of less than0.1 Mbps
e Upload Speed: Typically between 2 — 10 Mbps, with peaks up to 35 Mbps and
minimum expected speeds of less than 0.1 Mbps
e Latency: Typically between 30 — 55 ms

REDACTED VERSION
(18012 Wireless Data, Voice and Accessories RFP Attachment L: Network Technology Questionnaire
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b. Llatency

T-Mobile Response: Based on analysis and projections from third-party, crowd-sourced
data and subject to the factors described above and below, T-Mobile expects T-Mobile-
branded customers with broadband-capable devices and qualifying service will experience
the following speeds and latency on our 4G LTE network. These rangesare projections based
on roughly the 25th and 75th percentiles of network tests. For speeds, peak speeds
represent the 99th percentile of network speed results:

T-Mobile constantly works to improve network performance on its 4G LTE network and to
pursue advanced and next-generation technologies and services. The above ranges are
representative of current service plans. You may occasionally experience speeds outside the
rangesincluded in your plan.

In recent years, T-Mobile has aggressively built out its LTE network so nearly all of our
customers have regularaccess to LTE speeds. Inthose rare instances where customers are
not able to receive an LTE signal, T-Mobile provides non-LTE connections (2G, 3G, and 4G
HSPA+) in many areas. Non-LTE connections are used by the small percentage of our
customers still using non-LTE devices or, in limited cases, when customers with LTE devices
are unable toconnect tothe LTE network. Based oninternaland crowd-sourced testing, we
expect T-Mobile-branded customers with broadband-capable devices during non-LTE
sessions to typically experience average download speeds of 1.5 Mbps, average upload
speeds of 230 Kbps, and latency between 60 and 180 ms. The typical customer experience
on T-Mobile’s non-LTE network is good for streaming audio, email, and web browsing.

5. Mobile E911 Technology

d.

Technology employed?

T-Mobile Response: America’s national 9-1-1 calling system is designed to make sure that
there is a nationwide, seamless communications infrastructure for reaching emergency
services across the United States where T-Mobile has coverage + Puerto Rico. Wireless
carriers and legacy phone companies must meet specific standards for 9-1-1 calling — as
established by the Federal Communications Commission (FCC). T-Mobile’s network handles
more than 47 million 911 calls every year —that’s more than 130,000 emergency calls every
day. T-Mobile leads the wireless industry in advancing the use of new location technologies
to improve accuracy, whether the caller is indoors or outdoors. T-Mobile was first in the
industry to leverage successful commercial device-based hybrid (DBH) location solutions to
improve 9-1-1 location accuracy for both iOS and Android handsets. T-Mobile can provide
precise location for text-to-911 instead of just a cell sector centroid estimate provided by
other carriers. T-Mobile is fully committed to establishing the National Emergency Address
Database (NEAD) that will provide directly actionable ‘Dispatchable Locations’ for first
responders — consisting of a validated civic address with supplemental information such as
floor/unit number for multistory buildings. T-Mobile was the first wireless carrier to
complete ‘First Functional Testing’ of Dispatchable Location in the FCC Indoor Test Bed. The
NEAD Dispatchable Location solution is expected to become available for 9-1-1 callers

during 2019.

REDACTED VERSION
CI18012 Wireless Data, Voice and Accessories RFP Attachment L: Network Technology Questionnaire
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b.

Location Accuracy?

T-Mobile Response: Current FCC regulations require either Dispatchable Location or X/Y
location within 50 meters {164 feet) for 50% of all wireless 9-1-1 calls. This accuracy
requirement increases to 70% of all wireless 9-1-1 calls by April 2020, and to 80% by April
2021. T-Mobile is staying well ahead of these minimum accuracy benchmark requirements,
as demonstrated in the Industry Indoor Test Bed, and continues to evaluate new and
emerging location technologies as they become available. T-Mobile is also at the forefront
of evaluating systems capable of estimating a 9-1-1 caller’s vertical location in multistory
buildings and will provide this additional information as required by the regulations.

Indoor versus outdoor accuracy?

T-Mobile Response: The state-of-the-art location solutions utilized by T-Mobile can produce
highly accurate location estimates for 9-1-1 callers indoors and outdoors. Complementary
locationtechnologies like Assisted GPS and WiFi-based positioning are combined to perform
well in each environment. While outdoors, wireless devices benefit from Global Positioning
Satellite (GPS) technology and cell tower triangulationtoassist with location accuracy. GPS
and cell tower signals can be blocked or diminished by building structures, resulting in
reduced location accuracy while indoors. T-Mobile has deployed support for enhanced
indoor location accuracy by connecting to the National Emergency Address Database
{NEAD), which can map Wi-Fi access points to street addresses that emergency responders
can be dispatched to.

Compliance with February 2015 FCC Mandates

T-Mobile Response: T-Mobile is compliant with FCC regulations concerning provision of
E911 services. T-Mobile employs a network-based technology to deliver E911. All T-Mobile
voice-enabled devices are E911 capable.

Technology Plans/Expectations/Timeframes

T-Mobile Response: T-Mobile is geared to be a leader in Next Generation 911 (NG911).
NG911 will enhance the 911 system to create more efficient, more flexible and resilient
systems to keep up with technology used by the public. NG911 will enable emergency
reporting via text, images, video and data. T-Mobile has been the industry leader in WiFi
calling and over-the-top communications platforms, e.g., DIGITS. WiFi calling allows
consumers to make 9-1-1 calls when not connected to a wireless macro network or in areas
where there is no macrowireless coverage. DIGITSisaninnovative platformthat allows for
9-1-1 calls from devices that might not be able to make voice calls otherwise, e.g., tablets.
We are also the industry leader in implementing Real-Time-Text (RTT), allowing greater
access to 9-1-1, especially for the speech and hearing impaired.

T-Mobile partnered with Apple in 2015 and more recently with Google to enable device
based hybrid location technology for 911 calis, which enables wireless devices to send

REDACTED VERSION
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precise locationinformation when 911 calls are made. This provides faster location sensing
and improved location accuracy.

T-Mobile has deployed technology that allows the mapping of Wi-Fi access points and
Biuetooth beacons, indoors and outdoors, to street addresses where emergency services

responders can be dispatched.

2. Network Reliability, Disaster Recovery and Business Continuity
Describe your overall disaster preparedness plan, the steps you have taken to safeguard your internal

and exposed assets, and the types of services and response we can anticipate in the event of an
emergencyor a disaster.

1. Describe your overallapproachto network hardening, including physical security for exposed assets,
redundant links to cell sites, and internet-initiated threats.

T-Mobile Response:

A. An Overview
Our team of certified Business Continuity professionals is responsible for documenting and

developing enterprise standards, processes, and policies for all business continuity and disaster
recovery needs throughout T-Mobile. This team supports business continuity planning and defines
enterprise tools and methodologies. Such consistency enhances T-Mobile’s overall planning and

resumption efforts.

Business Continuity Plans are housed in a centralized online repository, accessible to employees in
the office and remotely through a web browser. Additionally, hard copies of plans are available at
multiple sites. All Engineering personnel have been trained on these highly-detailed emergency
operations plans, and T-Mobile has tiered response teams providing local support needs via

enterprise-wide resources.

B. A Network That’s There for You

We have portable generators, cell-on-wheels (“COW”), and transport vendors on standby in every
market nationwide. This allows us to quickly move generatorsfrom point-to-point in response to an
emergency. Cell sites are equipped with battery back-up — plus a permanent generator or
generator hook-up. In the event of a momentary or extended power failure, Mobile Switching
locations have emergency backup power. They're protected by FM 200 or Pre-action Dry Fire
Systems, and they also maintain spare equipment inventory for all critical network elements.

T-Mobile’s Wi-Fi Calling can be extremely helpful during a disaster recovery. It leverages the
protocol IP Multimedia Subsystem/Session Initiation Protocol (“IMS/SIP”), and allows full voice and
data functionality when a user is connected to Wi-Fi with Internet access. This let users take
advantage of Wi-Fi enabled devices and existing internet infrastructure as a backup to traditional

cellular towers.
We have multiple Network Operation Centers (“NOC”) for geographic separation in the event of a

regional disaster. NOCs are manned 24 hours a day, 7 days a week, and 365 days a year. All service-
affecting elements in the networks are either fault tolerant or fully redundant. Critical nodes, such

REDACTED VERSION
CJ18012 Wireless Data, Voice and Accessories RFP Attachment L: Network Technology Questionnaire

P145



DocuSign Envelope ID: E92D1967-A322-489B-A040-566E50455EE5

as Signaling Transfer Points (“STP”) and Service Control Points (“SCP”), are deployed redundantly
and geographically diverse. All members of the various T-Mobile Emergency Response and Crisis
Management Teams are equipped with Wireless Priority Service (“WPS”), Government Emergency
Telecommunication Service ("GETS"”)and Satellite phones.

C. Emergency Readiness: Government Coordination
Before, during and after a catastrophe, we coordinate with local and state officials, Homeland
Security, State EOCs and the FCC. We approach coordinated response on several fronts:
¢ Various T-Mobile departmentshave established relationships with Federal, State and Local
government agenciesand officials to facilitate response to eventsin affected areas.
e Our Government Affairs team actively coordinates the Company’s response activities with
the appropriate government officials.
e Our Engineering team has dedicated resources to report operational outages to the Federal
Communications Commission on a regular basis.
* We participate in State and Local drills of all varieties. Drills are conducted at the market,
regional, and national levels to test readiness and reinforce emergency procedures.
e We provide “Priority Network Access” to public safety officials, emergency first responders,
and others in need.
o We provide cell phones and wireless service to fire and police departments.
s T-Mobile monitors evacuation efforts and routes and take steps to increase wireless
capacityin those priority areas (shelters, transport hubs, arenas, etc.).

D. Additional Resources for if Disaster Strikes

T-Mobile offers a variety of support options that can provide flexibility and functionality during
disasters. They include multiple messaging solutions, mobile internet and e-mail, international
services, and online account management.

We're proud of our response and flexibility with catastrophic situations — always placing our
customers as our top priority. For example, we were particularly responsive during the recent
hurricanes, Harvey, irma, and Maria.

E. Tiered Support: Getting Customers the Right Help

T-Mobile has a tiered support structure for its offerings. Typically, a customer will contact Customer
Care for initial assistance with all types of voice or data issues. The Customer Care representative
then troubleshoots the specific issue.

Our tieredresponse teams provide support to local response needs via enterprise-wide resources.
This helps us to maximize resource availability and reduce response time. T-Mobile owns a highly
redundant, nationwide Asynchronous Transfer Mode (“ATM”) backbone, over which its services
(Wi-Fi, GPRS, EDGE, 3G, 4G, and LTE) are routed. Our NOCs, Switches, and Data Centers all have
redundancy systems.

If the problem is determined to be a wireless data issue, the callwill be routedto our Wireless Data
Group (“WDG") for resolution. The WDG will work to resolve the problem. Should the issue require
escalation to the next tiered level of Support, WDG will take ownership of the problem, and work

REDACTED VERSION
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with the next level of support to provide a resolution in a timely manner. For network issues or
Wireless Data Services for device software, WDG will bring in Level 3 Network Engineering.

2. What are you greatest challengesinterms of recoveryin the event of extensive damage throughout
an extended area, and how do you address them?

T-Mobile Response: The 2017 hurricane season was unrelenting, with three significant back-to-back
storms pounding multiple states/islands and leaving behind tremendous devastation. 2018 is also
expected to be more active than usual so T-Mobile is planning ahead and getting customers

information they may need to be storm-ready.

Advance Preparations
We’re always monitoring storm activity and if we see the potential for impact, we'll be ready. T-

Mobile sets up an engineering command center near the expected area ofimpact and deploys rapid-
response teams that is ready to help minimize potential interruptions to wireless service. In
addition, T-Mobile’s Network Operation Centers (NOCs) closely manage network traffic and
coordinate response afteran event, like in the aftermath of a hurricane.

In Florida and Puerto Rico, areasthat are often hardest-hit by tropical storms and where Hurricanes
Irma and Maria wreaked havoc last year, T-Mobile engineers have doubled the number of
permanent generators and added infrastructure to hundreds of towers. Also, more vehicles are in
place throughout the impacted area to enable a faster response once it’s safe for engineersto make

repairs.

Recovery Efforts
Even with our extensive advance preparations, service interruptions could happen, particularly if

there are power outages. Once recovery efforts can begin after an event, T-Mobile deploys
equipment, supplies and disaster experts to all affected areas. Emergency equipment includes
portable generators, fuel trucks, Cell On Wheels (COWs), Cells on Light Trucks (ColLTS), fuel and

diesel trucks and other vehicles.

3. Describe the types and amounts of back-up batteries, generators, COWs/GOATs and other
deployable assets you maintain, and how long a period of disruption you anticipate in your planning.

T-Mobile Response:
Reliable, Resilient & Redundant Network
We maintain an organized, integrated, suite of disaster response and recovery plans & procedures,

teams, emergency options, equipment and supplies in every geographic area in which T-Mobile
provides service. T-Mobile has made significant investment into network redundancy, reliability and
resiliency. For times when impacts are unavoidable, we have fleets of emergency equipment such
as cell site backup generators, fuel tanks, microwave technology equipment, Cells-on-Wheels
(COWSs) and other equipment across the country to facilitate quick recovery. We will continue to
invest at all levels toensure service continuity & quick recovery.

Preparation & Response to adisaster event.
Before a disaster strikes the Engineering organization will:
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Analyze storm conditions for anticipated landfall and condition
s Top off fuel and test back-up generators
e Have portable generators, Cell-On-Wheels {COWs) and Cell -On-Light-Truck, (COLTS) on
standby nationwide
e Establish a command centerthat will mobilize teams of technicians and engineers as soon
as conditions permit
Create staging areasfor incoming equipment
Obtain security as needed to protect personnel and assets
Have Emergency Teams on stand-by from neighboring cities
Coordinate with local and state officials, Department of Homeland Security, FEMA, State
EOCs and the FCC
s Monitor evacuation efforts and routes and take steps to increase wireless capacity in those
priority areas (shelters, transport hubs, arenas, etc...)
e Maintain contracts with fueling vendors nationwide to support recovery needs within 24-
48 hours
During and after the actual event, whether earthquake, hurricane or tornado, the Engineering
organization will:
e Deploy portable generatorsand COWs
e Provide Wireless Priority Service to public safety officials, emergency first responders, and
others that have subscribed
¢ Set-up WiFi calling and charging stations

Speed ofdeployment to a disaster site

Highly detailed emergency operations plans have been created and implemented nationwide and
all engineering personnel have been trained. T-Mobile has tiered response teams providing support
to local response needs via enterprise-wide resources. This assists us in maximizing resource

availability and reducing response time.

3. 5G Cellular Services
Describe your deployment plans for 5G network coverage across the U.S.

1. ExpectedRole of 5Gin your overall network architecture.
We would like to understand where 5G “fits” in your overall network strategy. For example, do you
see 5@G as:
a. A wholesale upgrade for 4G LTE services in the wide area,
b. A high-capacitylocal distribution solution for a 4G wide area network,
c. Some combination of the two,
d. A fixed wireless solution for business or residential Internet access,
e. Something else entirely?
T-Mobile Response: Why 5G? Quite simply, 5G brings lower-latency. That means faster response-
times for all your applications. But it’s about more than just speed. Like massively increased battery
life. And an exponential leap in the number of connections you can handle simultaneousty —
unlocking all kinds of amazing new applications.
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We expect to see a whole new class of applications and solutions that will be built for nationwide
5G. Ultimately, it willallow today’s applications to just work better and faster. Aswith prior network
innovations, we can’t fully imagine all of the new applications that will emerge. But emerge they

will.

¢ Imagine Augmented Reality heads-up displays that see everything you do, and provide you
with real-time, cloud-driven information about the people and objects around you.

e Imagine an earpiece that provides natural language translations in real-time as a friend
speaks to you at natural-speed in any language.

e Imagine never losing anything ever again because you can embed low-cost sensors with
decade long battery life — then imagine how everything being trackable affectsthefts!

¢ Imagine environmentalsensors embedded in the infrastructure —mixed into the asphalt on
new smart highways that intelligently route traffic, update road signs, notify road crews
when repairs are required and emergency services when accidents occur!

2. Please provide the fundamental strategy you are following for deploying 5G technologies going
forward.

T-Mobile Response: As 5G standards are defined, chipsets are delivered, and equipment comes to
market, we expect to be 3GPP-certified and able deploy 5G on clean spectrum — without any re-
farming dependency — which means we can light-it-up and roll-it-out quickly. We’'ll expect all this
to begin in 2019 and target 2020 for a full nationwide rollout.

We may make projections and statements about the future performance of the Company, which are
based on current expectations and assumptions. Please consider the risk factors included in our most
recently filed Annual Report on Form 10-K that could cause our actual results to differ materially
from those in the forward-looking statements.

3. Timetable and total percent of 5G coverage in eachstate.

T-Mobile Response: In September 2018, we have announced that we lit up 600 MHz (Band 71)
Extended Range LTE in 1,254 cities and towns in 36 states, including the island of Puerto Rico. Our
furiously paced deployment of 600 MHz LTE is expanding network coverage and capacity,
particularly in rural areas, and lays the foundation for nationwide 5G in 2020 with 5G-ready
equipment. While we cannot disclose an exact timetable and total percent of 5G coverage in each
state at this time, we will be more than happy to reveal 5G coverage as it becomes available.

4. Proposed Channel Sizes (in MHz) for macro area and small cell deployments
T-Mobile Response: Aggressive deployment of 600 MHz in Q2 2018, augmenting existing low-band

capabilities on 700 MHz. T-Mobile owned an average of 110 MHz of spectrum nationwide. The
spectrum comprises an average of 31 MHz in the 600 MHz band, 10 MHz in the 700 MHz band, 29

MHz in the 1900 MHz PCS band and 40 MHz in the AWS band.
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5.

Frequency Band(s) to be used and primary applications for each.

T-Mobile Response: T-Mobile is aggressively rolling out small cells throughout the country. This
technology provides high performance, high capacity, indoor and outdoor LTE coverage. It supports
three standards (LTE, 3G and Wi-Fi), 10 frequency bands and up to 300 Mbps LTE with carrier
aggregation, The flexibility, cost-effectiveness and performance in just a tablet-sized footprint allow
us to placeit closer to where our customers need it most.

Pricing Model: Will 5G usage be metered and priced the same rates as 4G voice and data usage or
will premium pricing be applied?

T-Mobile Response: 5G usage will be priced at the same rates as 4G voice and data usage.

4. VolLTE and Wideband Cellular Voice Services
Describe your plans for Voice over LTE (VoLTE) and Wideband voice services.

1.

Current level of VoLTE deployment and ongoing plans

T-Mobile Response: T-Mobile was the first carrier to launch VolLTE in the United States and the
entirety of our LTE footprint supports VoLTE. VoLTE is T-Mobile’s primary technology for delivering
voice service to the vast majority of our Customers. As T-Mobile’s LTE footprint grows, it all offers
VoOLTE support. T-Mobile continues to expand its capacity through the refarming of existing
spectrum and implementation of new technologies including Voice over LTE {"VoLTE"), Carrier
Aggregation, 4x4 MIMO, 256 Quadrature Amplitude Modulation ("QAM"), and License Assisted
Access ("LAA"). VOLTE comprised 83% of total voice callsin Q2 2018, compared to 80% in Q1 2018
and up from 72% in Q2 2017. Moving voice traffic to VOLTE frees up spectrum and allows for the
transition of spectrum currently used for 2G and 3G to 4G LTE. T-Mobile is leading the U.S. wireless
industry in the rate of VoLTE adoption.

Wideband Voice (AMR-WB) Availahility

T-Mobile Response: T-Mobile is on the leading edge of technology to improve the quality of voice
services. T-Mobile was first to launch HD Voice (AMR-WB) in the US on its network since 2013 on
its UMTS and LTE network. Additionally, T-Mobile was the first carrier in the US to support the
Enhanced Voice Services {EVS) codec. The performance of this codec is superior to AMR-WB and is
even utilized on the VoLTE wireless connection for all mobile to land line calls (for capable devices).

User device availability

T-Mobile Response: T-Mobile offers (and supports) a wide array of devices that support both the
AMR-WB/HD Voice codec and the EVS codec.
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4.

Wideband Voice Interoperability:
- Between Mobile Carriers

- Mobile Carrier-to-PBX/UC Platform
{i.e. compatibility with wideband voice devices using G.722 or other wideband codecs)

T-Mobile Response:
e When on T-Mobile VoLTE and Wifi Calling:
o EVScodec is used end to end for TMUS mobile to mobile calls
o EVScodecis used for calls to other mobile/landline carriers(but is transcoded upon

exiting T-Mobile’s network)
o T-Mobile supports AMR-WB/HD Voice (G.722.2} interoperability with:
= AT&Tis supported today
= Verizon is planned (undergoing lab validation)
= Sprint is under consideration
e When on T-Mobile GSM/UMTS: AMR-WB(G722.2) is supported for in network mobile to

mobile calls only

Circuit Switched Fallback Included?

T-Mobile Response: For devices that support LTE data, but not VolLTE, T-Mobile supports circuit
switch fallback to UMTS and GSM across its LTE footprint. (note: Low-band LTE (600/700MHz)
capable devices on T-Mobiles network will not attachin low-band only coverage areas unless they

support VoLTE)

Describe your overall pricing model for VOLTE services (e.g. Will wideband voice be offered at the
same price as existing voice calling services?).

T-Mobile Response: VOLTE servicesare included in our voice rate plans at no additional charge.

As “voice” has essentially becomes additional “data traffic” with VoLTE, indicate the likelihood you
will be offering internet-like all-data plans that support all traffic types as opposed to plans that
distinguish voice, data and text services.

T-Mobile Response: T-Mobile is open to opportunity to discuss future offerings of internet-like all
data plans as they become available if in our roadmap during our quarterly business review.

5. loTCellular Network Services
Describe what you currently have and plan to introduce in the way of network services specifically

geared toward Internet of Things {loT) applications.

List all loT-Focused Transport Services (e.g. NB-loT, LTE Cat M1, etc.) Offered and Planned

1.
T-Mobile Response: T-Mobile is building the network of the future, today. From the NB-loT network
that launched this year to the 5G network we’re primed to deploy, we’ve created a range of network
solutions that provide coverage and reliability when and where you need it.
e 5G—We're uniquely positioned to deploy a 5G network across multiple bands.
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e NB-loT — Our national NB-loT network provides features to extend battery life, and
authenticated LTE communication.

e CAT-1-With efficient low and high-power bands, you get significant power at a low cost.

e 4G LTE -~ Our network connects your devices and applications virtually everywhere you go.

2. Performance Expectations (For eachservice offered):
- Uplink/Downlink Data Rates (Peak, Sustained, Cell Edge)
Maximum Transmission Range
- ExpectedLlatency

- Frequency Band(s) Employed

T-Mobile Response: Performance of |oT is determined by both the device type (3GPP Category)
and the network capability.

Technology Frequency Bands Data Rates Latency MaxRange

4G LTE B4/B66 (AWS) America’sFastest | America’sLowest | Full extent of LTE
B2 (PCS) LTE Network LatencyLTE coverage
B12 (700) (both UL & DL) Network
B71 (600)

CAT-1 B4/B66 (AWS) DLUp to10Mbps | America’sLowest | Full extent of LTE
B2 (PCS) UL up to 5Mbps LatencyLTE coverage
B12 (700) (CAT-1 device Network
B71 (600) limits)

NB-loT B4/B66 (AWS) DL 30kbps Peak 1-5sec typical Full extent of LTE
B2 (PCS) DL 15Kbps Typical coverage
B12 (700) UL 30Kbps Peak
B71 (600) (2019) UL 15kbps Typical

3. General Deployment Plans and Targeted Availability

T-Mobile Response: T-Mobile has nationwide support todayfor 4G LTE, LTE CAT-1, and NB-loT. NB-
10T is planned to be extended to 600MHz in 2019.

4. General Pricing Model(s) and Alighment To Minimize Cost with Specific Application Use Cases

T-Mobile Response: T-Mobile hasthe most aggressive 10T pricing in the US, with service fees starting
at $6/yr/device for NB-loT and modules starting at just $5. Details at: https://iot.t-mobile.com/

6. RCS Cellular Messaging Services
Describe your current and planned deployments of Rich Communications Services {RCS) Service.

1. Planned/Deployed?

T-Mobile Response: Rich Communication Services provided enhanced messaging like group chat,
videos, gifs, file and location sharing and more. T-Mobile was first to launch RCS in the US in July
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2015, and now every Android device we sell comes withit. More than 30 million T-Mobile customers
send over 250 million RCS messages EVERY DAY across our network.

We designed the T-Mobile LTE Network to be “Data Strong” specifically to support the next era of
device-to-device collaboration. But we didn’t stop there - we’ve continued to innovate and enhance

the experience for customers.

2. Extentof Coverage

T-Mobile Response: RCS services are currently available on Android devices in the same areas T-
Mobile’s nationwide LTE Network covers and also when these devices are connected to Wi-Fi.

Currently in the industry, Android OS is the primary platform for RCS while other OEMs and
application developers have taken a proprietary route for collaboration, built for either specific

devices or specific apps.

3. List of FeaturesOffered

T-Mobile Response: T-Mobile RCS services has been at RCS ver. 6.x and features include picture
messaging, Real-time session status, Advanced Messaging, and native video calling integrated with
the devices’ built-in dialer. To support these features, enhanced additional storage capability (up

to 10 MB) is available on each RCS session.

4. Supported devices

T-Mobile Response: RCSservices is supported on all our LG, Samsung, Alcatel, Motorola, Pixel from
Google, and select other T-Mobile Android devices with latest Android OS software.

5. Expectationsfor user adoption going forward

T-Mobile Response: T-Mobile has seen significant growthin RCS adoption and traffic since launching
RCS 5.3 services 2015, and we anticipate a rapid increase (multi-basis point growth) of RCS adoption
in the future. 1n2018 and beyond, T-Mobile is now working with a new standard known as Universal
Profile 1.0. Universal Profile 1.0 will allow for easy inter-carrier communications and greater storage

capability as noted in the chart:

Features Advanced Messaging Universal Profile 1.0
i 'ls Typing” status Yes Yes

Rea& gnd Delivered status Yes Yes

File size limit Up to 10MB Up to 100MB

Group chat size limit 20 participants 100 paricipants
;Group chat subject No Yes

Group chat icon No Yes

Group Administrator No Yes

Messaging between carrier (Cartier interoperability} No Yes®

*Universal Profile 1.0 support is designed to work across different wireless providers as soon as they're
ready to support it and interconnect with T-Mobile.
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7. IndoorCellularServices
Describe your primary strategies addressing coverage problems in indoor or other difficult to service

locations, and the type of support you can provide to our buyers in addressing these issues.

1. General technology approaches {e.g. DAS, small cells, indoor repeaters, VoWiFi, etc.) for different
environments (Small office, large office building, campus, sports arena, etc.)

T-Mobile Response: In buildings with limited coverage, our team will be proactive with enhancing
signal strength. We will request a site visit for an in-building evaluation. We will work closely with
you to determine the solution and timeframe for completion of the project. We offer several options
to enhance in-building coverage including, but not limited to:
o CelFi RS3 Signal Repeatersfor low coverage areas
e LTE CellSpot
e Distributed Antenna System (“DAS”) deployments: A DAS network is made up of base
station connected by fiber optic cable to a group of antennas placed remotely in outdoor
and indoor locations. DAS networks share and receive signhals with remote nodes
simultaneously, creating a single large cell. DAS systems can also be shared by multiple
carriers and support multiple frequencies. DAS can be scaled depending on the size of the
venue and are typically deployed in spaces with a larger footprint.

T-Mobile also supports Wi-fi Calling on many of our smartphone offerings to extend our coverage.
One of the best things about T-Mobile Wi-Fi Calling is that it’s so simple to use. You don’t need to
activate anything or download a special app. Just connect toany available Wi-Fi network, check that
Wi-Fi Calling is enabled on your Wi-Fi capable smartphone, and make a call (or send a text, email,
etc.) as you normally would.

Our engineers have continued to deliver quality and user-experience enhancements through Wi-fi
Calling. We have the deep technical knowledge and close partnerships with device manufacturers
to deliver the Wi-Fi call quality that customers have come to expect from the Un-carrier.

Benefits of Wi-Fi Calling:
e Make calls over any open Wi-Fi network
e Avoid international roaming charges when travelling internationally
* Extend coveragein places such as basements of homes and buildings

2. Process by which statesrequest assistance with special coverage issues.

T-Mobile Response: For any installations where inadequate coverage is identified, T-Mobile will
evaluate potential coverage improvements and present options to you using the following process

outline.
1. T-Mobile will visit the site to measure signal strength and note areas within the facility
designated by customer as being of criticalimportance (command, etc.).
2. The venue and supporting data are presented to T-Mobile leadership team for approval.
3. Aplantoaddress the venue is put together
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a. The solution will take into account the specifics of the location, such as size, building
construction, etc. Site and building plans are reviewed and used to establish a
design.

b. Solutions may include several options - from a DAS to a microcell or pico solution -
taking into account the number of existing and expected users, the balance of usage
(voice/data devices), and any site-specific installation or design requirements.

4. The proposal is presented to the Customer for discussion and modified as needed.

An In-Building Coverage agreement is sent to the Customer for execution.

6. Upon execution of In-Building Coverage agreement, T-Mobile will work with the Facility
Management to put togethera project plan, including drawings, access, timelines, and any
other issues identified that may impact the construction process.

a. Locations mayrequire additional Site-License or Lease negotiations, zoning permits,
etc. that may impact the installation timeline.

7. Equipment is installed, tested, and brought on-air.

b

Availability of guidance regarding suitability of specific solutions to particular applications, known
tradeoffs, regulatoryissues (e.g. retransmission rights), and potential interference with existing Wi-
Fi or other unlicensed networks in operation.

T-Mobile Response: T-Mobile recognizes that State and Municipal properties may have limitations
and requirements before RF modification or new structures are designed. Modern Cellular
communications improvements will be designed withthe requesting organization’s needs, and with
the facilities distinct architectural and regulatory frameworkin mind.

Special support services regarding coverage problems that will be available to NASPO ValuePoint
users under this contract

T-Mobile Response: Highly-trained US-wide engineers are tasked and equipped with coverage
analysis tools to correctly identify areas of greatest need and use this information to build custom
solutions designed to provide an optimum coverage experience.

8. Cellular Services on Unlicensed Bands

Describe your overall plans for use of unlicensed frequency bands in providing your service, and how
you intend to handle problems arising from customer private networks that are also using those

channels.

1.

Frequency bands being considered

T-Mobile Response: T-Mobile has already been rapidly deploying License-Assisted Access (LAA) in
the 5.0 GHz spectrum. This is in addition to Carrier Aggregation capability across the 4 LTE

frequencies T-Mobile provides service in today.
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2. Planned applications for each band (e.g. Macro network, small cells, VoWiFi, etc.)

T-Mobile Response: T-Mobile has rapidly deployed License-Assisted Access for LTE-U and in over
300 cities in the US, leveraging both Small cells and conventional Mobile infrastructure

UL Frequency Band Currentuse Futureplans
LTE-U Unlicensed (20 MHz in the | LAA/LTE-U LAA & all technologies
5.0 GHz range)

3. What level of problems do you anticipate regarding interference problems created through your
use of unlicensed channels that might be occupied by WLANs or other private wireless systems?

T-Mobile Response: T-Mobile anticipates limited to no interference on Unlicensed LTE-U and LAA
capability generally. LAA was developed cooperatively with the 3GPP specifically to address
concerns about interference. This because LAA has the prioritization function to minimize
interference with other traffic in shared spectrum space. Source: Fierce Wireless 2/12/2018

4. How will users buying under this contract be notified that a system using unlicensed frequencies will
be deployed in their facility and what steps will you be taking to ensure against interference with
existing networks using those same unlicensed bands (e.g. Wi-Fi, Other 2.4 G/5GHz deployments)

T-Mobile Response: Our current strategyfor LAA and LTE-U is to deploy with small cells primarily.
This means, just as with larger cell sites, agreements for fixtures and leasing where necessary are
negotiated and access to network access is available. T-Mobile will communicate directly with
organizationswhose coverage requirement include use of Unlicensed spectrum.

9. Useof Wi-Fi in Cellular Services

Describe how you use Voice/Data/Text over Wi-Fi, the nature of the Wi-Fi services you would use, how
the decision is made to use Wi-Fi versus cellular, and the impact Wi-Fi use will have on billable traffic.

1. Do you offload traffic onto Wi-Fi Networks?

T-Mobile Response: Unlessthe device is connected to a Wi-Fi AP, all data goes through T-Mobile’s
network. The users must either manually connect their phone to an AP or save the Wi-Fi AP to
automatically connect when the AP is in range.

2. Indicate the approximate percentage of Wi-Fi usage for your total wireless network traffic over the
following types of Wi-Fi networks:

T-Mobile Response:

- Wi-Fi Networks built and maintained by you- Voice 0% Data 0%

- Wi-Fi Networks from certified 3rd Party Providers Voice N/A% Data N/A%
(e.g. Boingo, Cable Companies, etc.)

- Customer Wi-Fi Networks Voice N/A% Data N/A%
- Any open and available Wi-Fi network Voice N/A% Data N/A%
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3. How is the service choice made to use celiular versus Wi-Fi, and which Wi-Fi network to choose if
there are multiple options available?

T-Mobile Response: The selection criteria for using Wi-Fi-preferred or Celiular preferred
connectivity varies by device and organizationIT policy. For example, the factory settings on Apple
devices withiOS 12 default to cellular-preferred in the United States but may prefer Wi-Fi overseas
depending on Enterprise permissions and mobile rate plan.

4. Are any of the following traffic types sent over Wi-Fi charged against the user’s service plan?
- Voice?
- Data?
- Text (SMS/MMS)?

T-Mobile Response:
- Voice? No
- Data? No per-unit charge,but draws against monthly usage depending on service plan.

- Text (SMS/MMS)? No.

10. Public Safety Wireless Priority Service (WPS) - For Bidders Offering Public Safety Services

Describe your ability to provide Wireless Priority Service (WPS) voice services for State employees with
critical job duties and responsibility for responding to disaster/emergency events.

1. Describethe general mechanism by which the network will prioritize WPS user calls (e.g. Will public
network voice calls in progress be terminatedto allow WPS calls to be connected?)

T-Mobile Response: T-Mobile is a Wireless Priority Service (“WPS”) provider, a program managed
via the Department of Homeland Security (“DHS”). T-Mobile follows all DHS guidelines for granting
WPS access to qualified lines of service. Access to WPS is vetted and approved outside of T-Mobile
by DHS and a subcontractor, General Dynamics Information Technology (“GDIT”) in collaboration
with the NASPO's official Point of Contact. Once a user’s line is approved, GDIT sends the approval
for the appropriate WPS SOC to be added to the user’s line. This process and the T-Mobile WPS
service is similar to WPS from all other WPS carriers. T-Mobile is in the final stages of an
enhancement to WPS service that enables it to work over T-Mobile’s VoLTE service.

While there are priority management rules for WPS, there are no circumstances where public
network voice calls would be terminated in favor of other call types including WPS. Any WPS
subscriber who places a WPS call will be admitted with priority over non WPS subscribers. Per FCC
rules for all WPS providers, no public network voice call will be terminated. Inthe T-Mobile network
resources required for voice call are never observed congested to the level when public call

termination will be required.
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2. Can public safety officials disable calling for the general public to ensure WPS access for first
responders?

T-Mobile Response: Disablement of general public calling is not possible as WPS is structured today
under DHS definitions. T-Mobile does have the capability to automatically bar access by regular
users in congested cell site situations, including those situations which may arise during emergency
response situations. In the case of congestion T-Mobile network will automatically reduce load from

public by temporary barring cells.

It is important to note that during the 2017 Hurricane season Operational reporting revealed that
no T-Mobile site’s radio resources ever became congested for voice bearers to the point where
triggering a ban of general users was necessary.

3. What happens when a base station or other network element becomes overloaded with WPS calls?

T-Mobile Response: Priority will be given to WPS callers based on Priority Level. T-Mobile network
is over dimensioned to the level when total WPS usage is just a very small percentage of capacity.

4. Define the range of devices supported.

T-Mobile Response: WPS rules are supported on phone/devices using any and all T-Mobile
frequencies today.

5. Does the service operate on 2G, VolLTE, or both?

T-Mobile Response: WPS rules are supported on all T-Mobile RAN technologies including 2G,
3G/UMTS (still available on T-Mobile) and VoLTE.

6. Do you provide enhanced reporting to public safety agencies regarding WPS availability, dropped
calls, performance, etc.

T-Mobile Response: Government organizations under NASPO may obtain this type of reporting
upon request.

7. Describe the type of back-up and recovery measures that are included as part of WPS.

T-Mobile Response: With VoLTE as the primary access, Circuit-switched voice on 3G/UMTS and 2G
is available in back-up situations. T-Mobile offers this backup to Public Safety organizations “on the
fly”. Meaning, no user intervention or device settings need to be modified to have calls access the
circuit-switched technologies on T-Mobile.
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11.

8.

10.

Do you have the ability to augment coverage/capacity with deployable assets during
events/disasters?

T-Mobile Response: T-Mobile regularly deploys COWs/ CoLTs and other mobile coverage assets in
cases when circumstances and planned/unplanned events require additional cellular coverage

capacity on short notice.

Detail levels of user priority defined and procedures required in applying for and initiating WPS for
a user.

T-Mobile Response: WPSis not defined by the US mobile carriers. We support all 5 levels defined
registration is done through DHS. T-Mobile follows DHS procedure by providing bulk enroliment
process as well as user initiation. DHS dictates the levels of priority and assigns the priority during
application for WPS to be provisioned to an individual line of service. Any DHS approved
organization has an assigned Point of Contact (POC) at that organization. The POCis responsible for
ensuring the subscriber applying for WPS is eligible prior to submitting to DHS. DHS confirms or
denies the submission, and if in the case of approval sends that approval to the wireless carrier to
provision the line of service with WPS.

Confirm your ability to activate equipment and WPS within 24 hours after request in the event of a
State of Disaster/Emergency.

T-Mobile Response: End-users already enrolled in WPS, can get expedited (2-4 hours) service
activated on a new or secondary device. The intervals for new users or new accounts is dependent
on DHS operations to fulfill. T-Mobile’s will work with any DHS approved agency to expedite the
activation and provision WPS during an event such as this.

National Broadband Public Safety Networks (NPSBNs) - For Bidders Offering Public Safety Services

Describe your plans for deploying FirstNet or FirstNet-like (i.e. National Broadband Public Safety
Network) solutions for providing priority data and video service to State employees with critical job
duties and responsibility for responding to disaster/emergency events.

Describe your plans for deploying FirstNet or FirstNet-like (i.e. National Broadband Public Safety
Network) solutions for providing priority data and video service to State employees with critical job
duties and responsibility for responding to disaster/emergency events.

Service Qverview

1. Will the priority NPSBN service operate over a fully separate radio access (RAN) and evolved
packet core (EPC) network, and if not, what elements will be shared with the public wireless

network. Are those plans expected to change in the foreseeable future?

T-Mobile Response: Please see Protected Business Confidential version.
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2. Inshared network elements, describe the specific mechanisms by which public safety traffic will
be prioritized over other public network traffic in both wireless and wired portions of the
network.

T-Mobile Response: Please see Protected Business Confidential version.

3. Describe the range of capabilities available to support Quality of Service {QoS} for different
classes of public safety traffic (e.g. voice, video, PTT/MCPTT, priority data, best effort data,
background data, etc.), and what modifications would be required on end user devices or
servers to mark traffic so that it would be assigned to the correct QoS priority level.

T-Mobile Response: Please see Protected Business Confidential version.

4. What radio frequency band(s) will your public safety service be operating on? Are there plans
to change or expand that list?

T-Mobile Response: Please see Protected Business Confidential version.

5. At any point do you plan to offer a physically separate public safety RAN (please provide your
definition of “physically separate”) using Band 14, and will public safety officials have the ability
to preempt access to those radio network resources from the general public in the event of an
emergency or disaster?

T-Mobile Response: Please see Protected Business Confidential version.

6. Describe the availability of compatible end devices for your public safety services and identify
any potential changes to your network offering {e.g. migration to Band 14) that would require
device upgrades, andthe scale of those upgrades(e.g. New SIM, Other hardware update, device

replacement, etc.).
T-Mobile Response: Please see Protected Business Confidential version.

7. Does this page from the FirstNet Web Site https://www.firstnet.com/devices represent the
complete list of FirstNet Certified Compatible devices?

T-Mobile Response: Please see Protected Business Confidential version.

8. Describe what happens when all public network traffic has been preempted and the network
becomes overloaded with public safety traffic.

T-Mobile Response: Please see Protected Business Confidential version.

REDACTED VERSION
CJ18012 Wireless Data, Voice and Accessories RFP Attachment L: Network Technology Questionnaire

P160



DocuSign Envelope ID: E92D1967-A322-489B-A040-566E50455EE5

Service Offerings and Performance Guarantees/Expectations

9.

10.

11.

12.

13.

14.

Voice Telephony: What are you plans, timetables and proposed technologies to offer wireless
voice telephony services on your public safety network, and will it be carried with appropriate

QoS?
T-Mobile Response: Please see Protected Business Confidential version.

Video: What are you plans, timetables and proposed technologies to offer wireless video
services on your public safety network, and will it be carried with appropriate QoS? As video
calls may be originated from a laptop, how will the user signal to the network that this is a video

call so that appropriate QoS handling can be applied?

T-Mobile Response: Please see Protected Business Confidential version.

Broadband Data Performance Expectation/Guarantee:
- How many levels of priority data services (e.g. Critical, High Priority, Best Effort,
Background Data, etc.) will be offered, and how will user devices signal to the network

the QoS level that should be applied to each session?
- Uplink/Downlink Data Rates (Peak, Sustained, Cell Edge) and Latency for each QoS level

supported.
- Impact on network performance in Network Overload Conditions

T-Mobile Response: Please see Protected Business Confidential version.

Text: Describe the text capability that will be offered with your NPSBN, specify if it is separate
from the public SMS/MMS service, the typical and maximum message delivery delay, and any
particular features it provides for public safety users.

T-Mobile Response: Please see Protected Business Confidential version.

PTT: Describe the capabilities of your current push-to-talk (PTT) service including interface to
existing LMR systems.

T-Mobile Response: Please see Protected Business Confidential version.

MCPTT: Describe you plan and timetable for introducing Mission Critical PTT (MCPTT) services:

- Overall plans and timetables

- Additional featuresto be provided with MCPTT

- Availability of direct peer-to-peer wireless device connectivity.

- Ability of MCPTT devices to continue to operate on a direct peer-to-peer basis if the
cellular base station is disabled.

- Please describe what functions or capabilities would be lost in the event that the service

cell site becomes inoperable.

T-Mobile Response: Please see Protected Business Confidential version.
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Service Level Agreements

15. Is there a specific, defined SLA for public safety customers? If so, please describe in detail.

T-Mobile Response: Please see Protected Business Confidential version.

Interoperability

16. Describe the level of interoperability between your solution and other cellular-based
NPSBNs, FirstNet or other, for:
a) Voice Telephony (When Offered): Will public safety priority and QoS traffic classes be
maintained for calls passing between different carriers’ networks?
T-Mobile Response: Please see Protected Business Confidential version.

b} Video Service: Will public safety priority and QoS traffic classes be maintained for video
connections passing between different carriers’ networks?

T-Mobile Response: Please see Protected Business Confidential version.

c) Broadband Data: Describe how public safety priority and QoS traffic classes will be
maintained for traffic passing between different carriers’ networks?

T-Mobile Response: Please see Protected Business Confidential version.

d} Text: Will NPSBN text services interoperate with users on other NPSBNs, and what other
text services (e.g. SMS/MMS/RCS, Apple Messages, WhatsApp, etc.) can it exchange
messages with.

T-Mobile Response: Please see Protected Business Confidential version.

e) PTT: Describe interoperability between PTT users served on different carriers’ networks,
including stations that are in the same broadcast group.

T-Mobile Response: Please see Protected Business Confidential version..
f) MCPTT: Describe interoperability between MCPTT users served on different carriers
services, including stations that are:
o Communicating through their cellular base station
o Communicating directly with one another (through Proximity Services)

o Inthe same broadcast group.

T-Mobile Response: Please see Protected Business Confidential version.
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Network Management and Control

17.

18.

18.

Does the vendor support a separate 'Portal’ for public safety users?
T-Mobile Response: Please see Protected Business Confidential version.

Does the vendor provide the ability for public safety customers to monitor network
performance in real-time and a mechanism to communicate directly with network operations

personnel during times of crisis?
T-Mobile Response: Please see Protected Business Confidential version.

Will government agencies have the ability to totally preempt public network voice/data/text
traffic on shared elements in extreme circumstances to ensure public safety users maintain

network availability at all times?

T-Mobile Response: Please see Protected Business Confidential version.

Security, Reliability and Hardening Measures

20.

21.

22.

23.

24.

Describe the security measures and standards employed for both traffic and control messages
on both wired and wireless portions of the network.

T-Mobile Response: Please see Protected Business Confidential version.

Describe the overall network hardening for public safety services, and approach to meeting
NPSTC public safety grade standards. Including but not limited to: battery backup, backup

generator, redundant backhaul, etc.
T-Mobile Response: Please see Protected Business Confidential version.

Does the vendor have the ability to augment coverage/capacity with deployable assets during
events/disasters?

T-Mobile Response: Please see Protected Business Confidential version.

How would public safety or other government agency requests for those deployable assets be
prioritized over public network services in an emergency or disaster situation?

T-Mobile Response: Please see Protected Business Confidential version.

Does the vendor support local agencies purchasing their own cellufar equipment to 'turn up'
additional capacity when/where needed.

T-Mobile Response: Please see Protected Business Confidential version.
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User Classification, Authorization and Onboarding

25. Detail classes of user priority defined and procedures required in applying for and initiating
public safety priority service for a user as well as the mechanism for device provisioning and
management in both day-to-day operations and during criticalincidents.

T-Mobile Response: Please see Protected Business Confidential version.

26. Describe the process for a user to use his/her personal mobile device to accessthe public safety
network services if required.

T-Mobile Response: Please see Protected Business Confidential version.

27. Confirm your ability to activate equipment and priority data/video services within 24 hours after
request in the event of a State of Disaster/Emergency.

T-Mobile Response: Please see Protected Business Confidential version.
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NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

DATE:

ATTN: Chris Jennings
NASPO ValuePoint Contract Administrator

RE: NASPO ValuePoint Master Service Agreement # (the “Contract”) with (“Contractor”)

Dear Mr. Jennings:

Action Requested:

Contractor requests to add the product(s) and/or service(s) referenced in this document (collectively, the
“Products”) to the Contract.

Action Log: Verify Log is attached

PRODUCTS:
PRODUCT OVERVIEW:

Provide a summary of the product you are requesting to add. Attach any product brief to this
document.

Describe how the product falls with the Scope of the Master Agreement:

NEW PRODUCT TERMS AND CONDITIONS. Attach any Terms and Conditions that apply to this product
(such as ULA, Policy, Product Terms and Conditions). Any and all Products offered and furnished shall
comply fully with all applicable Federal and State laws and regulations. Any third-party product provider

must agree to the Master Agreement Terms and Conditions.

MA176-1 Attachment M
Page 1 of 3
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NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

BILLING

Any Product added to the NASPO ValuePoint Master Agreement must be billed by the Master
Agreement Contractor and not by any third party.

COST:

Include a cost matrix to include NASPO ValuePoint contract pricing.

MA176-1
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NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

APPROVAL.:

Upon signature, NASPO ValuePoint approves the addition of the product(s) and/or service(s) referenced
herein to the Contract.

Upon signature, Contractor assures that all product(s) and/or service(s) referenced herein meet the terms
and conditions of the Contract and understands that NASPO ValuePoint reserves the right to audit
Contractor for compliance in accordance with the terms and conditions of the Contract. NASPO ValuePoint
also reserves the right (a) to request additional information with respect to the product(s) and/or service(s)
throughout the life of the Contract if in the best interest of NASPO ValuePoint.

Contract Vendor:

BY:

NAME:

TITLE:

DATE:

NASPO ValuePoint

BY:

NAME:

TITLE:

DATE:

MA176-1
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ACTION LOG

NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

Submit updated Action Log with each Request. Log must provide history of previous reguests.

CONTRACT VENDOR:

Contact Name and Email (for questions):

DATE:
DATE ACTION REQUESTED: DATE
SUBMITTED APPROVED

MA176-1 Attachment N New Product Request Log
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NASPO

ValuePoint

MA176-1

Attachment$S
Wireless Data, Voice and Accessories

Security Disclosure Statement

A. Purchasing entities are concerned about the security and privacy of informationand
data related to the performance of this contract. The type of data and information
transmitted, stored and processed by the products and services will vary based on
the purchasing entities requirements. Asa result, itis not possible to establisha
single set of of security requirementsall products and services awarded under this
contract must meet. Each purchasing entity purchasing from this contract will
determine which products and services have the appropriate cyber security and data
controls in place to meettheir specificneeds. To assist publicentities each offeror
must submit a Security Disclosure Statement with their proposal.

B. To qualifyforany award underthis contract, the Offeror must submit a Security
Disclosure Statementaddressing all of the elementslisted below.

i. Inresponding, Offeror must address not only the security mechanismsused
by the bidderand its direct subsidiaries, but any partners, subcontractors or
other3™ parties who would be involvedinimplementing, operating, orin
any way cominginto contact with the service

ii. Offeror must represent and warrant the accuracy and currency of the
information on the completed statement. Offerors are encouraged to
complete and submit both exhibits to Attachment D to their proposal.

C. Security Disclosure Statementinformation required. Offerorshall describe all
policies, procedures, measures, methods, certificationsand standards the offered
product and/or service has in place to protect the purchasing entities securityand
privacy of information and data involved in the performance of this contract for

each numbered statement below. Description responsesshallalso include;
i. If forthe specificproduct or service offered, the numbered security

statementis not appropriate because it does not as a matter of accepted
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2)

3)

4)

5)
6)

7)

8)

9)

security practice relatedto the product or service offered, the offeror
shall indicate in a statement that it is not applicable and briefly explain
why.

If the specific product or service offered does not comply with the the
numbered statement, the offershall indicate, “does not comply.

Methods and measurestakento hold, protect, and dispose of data during
and following completion of any contract services. Include how access to a
Purchasing Entity’s user accounts or data will not be allowed, exceptinthe
course of data center operations, response to service or technical issues,

as required by the expressterms of the Master Agreement, the applicable
Participating Addendum, and/orthe applicable Service Level Agreement.
Security measures to secure and protect the confidentiality of information
and data that is obtained, created, stored, transmitted, processed or
otherwise held or managed by the product or service during the
performance of all work related to performance of this contract. Include
all data confidentiality standards and practices that prevent the exposure
to unauthorized persannel, but also managing and reviewing access that
administrators have to stored data.

Data encryption methods and standards in place to encrypt data at rest and
intransit. Thisincludesbutis notlimitedto, encryption standards
employedto protect data in transit overeitherwired or wireless{e.g.
cellular, Wi-Fi, orother), and how that might change overthe life of the
contract.

Measures to protect Information about the cost, type, quantity and location
of state communications facilities, system assets, plans, procedures,
contract information, billinginformation and otherinformation identified as
sensitive by the purchasing entity related to the performance of all work
under this contract.

Risk and policy managementand enforcement measuresin place to

protect the security of physical assets and information.

How distributed accessis controlled and managed across IT assets,
including data, applications, networks and platforms within the solution.
Security managementin place to secure data and applications, including

threats from outside the service centeras well as other customers co-located

withinthe same service center.
Describe the logging process including:
a. Thetypes ofservicesand devices
logged,b. Theeventtypeslogged, and
c. The informationfields will be made available to the authorized
Purchasing Entity if requestedin their PA after award of the
master agreement.
Security Technical Reference Architecturesare in place regarding Offerors

employeeswho have access to sensitive data.
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11) An itemized list of all cyber security standards and, security certificationsin
place that the products and service offered comply withto ensure
appropriate controls and data confidentiality are in place, as well asthose in
process at time of response. Specifically include HIPAA, FERPA, CJIS Security
Policy, PCI Data Security Standards (DSS), IRS Publication 1075, FISMA, NIST
800-53, NIST SP 800- 171, FIPS 200 and FedRAMP (Moderate, High) if they
apply. Include detailed response on how security standards and certifications
will be maintained and updated to meet best practices for maintenance and
operations.

12) A detailedlist of all third-party attestations, security credentials and
certifications, and reports relating to data security, integrity, and other
controls inplace.

13) NIST Cybersecurity Framework, April 16, 2018,Version 1.1
https://doi.org/10.6028 /NIST.CSWP.04162018: Describe how the offeroris
preparedto utilize the NIST Cybersecurity Framework for Turnkey Internet of
Things, Other Turnkey Wireless, Applications and Services (Category 3) and
Wireless Transport Options (Category 4) as may be implemented by the
Purchasing Entity, which may include, butis not limitedto:

a. Convey the purchasing entities’ cybersecurity requirements,

b. ldentify Functions, Categories, Subcategories, and Informative
Referencesthat describe specificcybersecurity activities will provide
inthe Offerors’s system, products or services under contract with the
Purchasing Entity,

c. Communicate cyber security requirements through CyberSupply
Chain Risk Management (SCRM), and

d. Othercybersecurity risk management activities of Offeror’s system,
products or services under contract with the purchasing entity.

14) NIST Cybersecurity Framework, Table 2 Framework Core: For each
subcategory of the all 15 Categories of the NIST Cybersecurity Framework,
list the specificstandards and certifications, the products or servicesoffered

comply with at the time or your proposal. Categoriesinclude:
a. Asset Management (ID.AM): The data, personnel, devices, systems,

and facilities that enable the organization to achieve business
purposes are identified and managed consistent with theirrelative
importance to organizational objectives and the organization’srisk
strategy.

b. BusinessEnvironment (ID.BE): The organization’s mission, objectives,
stakeholders, and activities are understood and prioritized; this
informationis usedto inform cybersecurity roles, responsibilities, and
risk management decisions.

c. Governance (ID.GV): The policies, procedures, and processes to
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manage and monitorthe organization’s regulatory, legal, risk,
environmental, and operational requirements are understood
and inform the management of cybersecurity risk.

d. RiskAssessment(ID.RA): The organization understands the
cybersecurityrisk to organizational operations (including
mission, functions, image, or reputation), organizational assets,
and individuals.

e. RiskManagement Strategy (ID.RM): The organization’s priorities,
constraints, risk tolerances, and assumptions are established and
usedto support operational risk decisions.

f.  Supply Chain Risk Management (ID.SC): The organization’s priorities,
constraints, risk tolerances, and assumptions are established and
used to support risk decisions associated with managing supply
chain risk. The organization has established andimplementedthe
processes to identify, assess and manage supply chain risks.

g. ldentity Management, Authentication and Access Control (PR.AC):
Access to physical and logical assets and associated facilitiesis
limited to authorized users, processes, and devices, andis managed
consistent with the assessed risk of unauthorized access to
authorized activities and transactions.

h. Awarenessand Training (PR.AT): The organization’s personnel
and partners are provided cybersecurity awareness education
and are trainedto performtheir cybersecurity related dutiesand
responsibilities consistent with related policies, procedures, and
agreements.

i. Data Security (PR.DS): Information and records (data) are
managed consistent with the organization’srisk strategy to
protect the confidentiality, integrity, and availability of
information.

j. Information Protection Processesand Procedures (PR.IP): Security
policies (thataddress purpose, scope, roles, responsibilities,
management commitment, and coordination among
organizational entities), processes, and procedures are maintained
and used to manage protection of information systems and assets.

k. Maintenance (PR.MA): Maintenance and repairs of industrial control
and information system components are performed consistent with
policies and procedures.

I.  Protective Technology (PR.PT): Technical security solutions are
managed to ensure the security and resilience of systems and
assets, consistent withrelated policies, procedures, and
agreements.

m. Anomaliesand Events {(DE.AE): Anomalous activity is detected and
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the potential impact of eventsis understood.

Security Continuous Monitoring (DE.CM): The information system
and assets are monitored to identify cybersecurity events and verify
the effectiveness of protective measures.

Detection Processes (DE.DP): Detection processes and procedures
are maintained and tested to ensure awareness of anomalous
events.

Response Planning (RS.RP): Response processesand procedures
are executed and maintained, to ensure response to detected
cybersecurity incidents.

Communications (RS.CO): Response activities are coordinated
with internal and external stakeholders (e.g. external support
from law enforcementagencies).

Analysis (RS.AN): Analysisis conducted to ensure effective

response and support recovery activities.
Mitigation (RS.MI): Activities are performed to prevent expansion

of an event, mitigate its effects, and resolve the incident.
Improvements (RS.IM): Organizational response activities are
improved by incorporating lessonslearned from current and
previous detection/response activities.

Recovery Planning (RC.RP): Recovery processes and procedures are
executed and maintainedto ensure restoration of systems orassets
affected by cybersecurityincidents.

Improvements (RC.IM): Recovery planning and processes are
improved by incorporatinglessons learned into future

activities.

Communications (RC.CO): Restoration activities are coordinated
with internal and external parties (e.g. coordinating centers, Internet
Service Providers, owners of attacking systems, victims, other
CSIRTs, and vendors).

15) Data Breach/Incident policies and procedures regarding notification to both
the purchasing entity of a security incidentand/or data breach, as definedin
this RFP, and the mitigation of such a breach. Include how proposer will
work with Purchasing Entities before, during, and after a Security Incident
and a Data Breach. Include information such as:

a.

oo 0o

s

Personnel who will be involved at various stages, include detail
on how the Contract Manager will be involved;

Response times;

incidentlevels;

Processes and timelines;

Methods of communication and assistance; and
Otherinformation vital to understanding the service you provide.

Prov  Provider should take into consideration that Purchasing Entities may have different
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notification requirements based on applicable laws and the categorizationtype of
the data being processed or stored.

16) Method for compliance with all applicable laws related to data privacy and
securityincluding state Security Breach Notification Laws dealing with
personally identifiable information (Pil). Describe any legal obligations
related to security the offeror will meetoverthe life of the contract and
describe how offeror will report changes to these obligationsto the public
entity.

D. Any Turnkey Internet of Things, Other Turnkey Wireless systemthat incorporates
Saas, laas or Paa$S or other cloud computing elementshall complete, provide, and
maintaina completed CSASTAR Registry Self-Assessment forthatelement. 2<
https://cloudsecurityalliance.org/star/self-assessment/# overview .Offerormust
eithersubmita completed Consensus Assessments Initiative Questionnaire (CAIQ),
or submit a report documenting compliance with Cloud Controls Matrix (CCM) that
the CAIQis based on forthe element that cloud based.
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T-Mobile Security Disclosure Statement:
As a partner in the DHS National Critical Infrastructure Communications Sector, T-Mobile is

required to maintain high standards of security compliance, the details of which are not publicly
disclosed for purposes of national security.

T-Mobile can provide a general statement of compliance for the required numbered security
statements, and may be able to respond with further detail under special conditions.

As a general statement, T-Mobile is compliant with the current version of the NIST
Cybersecurity Framework as further described below:

T-Mobile follows best practice security standards and guidelinesin alignment with the NIST
Cyber Security Framework, which specifies the following functional domains including 1)
Identification, 2) Protection, 3) Detection, 4) Response, and 5) Recovery. Additionally, ISO
27001:2013 Information Security Management System and other applicable industry
recognized frameworks are utilized.

T-Mobile has multiple physical and environmental policies and programs in place. Due to their
sensitive nature, T-Mobile can not divulge all of our security methods and practices, but an

example of some of the security measures are listed below:

° CellSites: Exterior fence withlock; building doors with locks; doors alarmed
. Switch Sites: Building doors with locks / require card-key access
. Data Centers: Buildingdoors with locks / require card-key access; video surveillance

systems. Allvisitors are required to sign in and out of T-Mobile locations and to
wear Visitor badges requiring escorts.

Due to their sensitive nature, we can’t divulge all of our security methods and practices.
However, we can disclose the following:

. T-Mobile requires up-to-date anti-virus software installed on all corporate
computers and configured to scan them. This software cannot be disabled by the
end user. Data is stored in an encrypted format on ali computers. T-Mobile servers
are backed-up on a regular basis, including storing encrypted data in off-site
locations. Data backup intervals vary. Devices processed by our Business Operations
groups are always flashed and wiped. This includes devices returned to the
distribution centers within our warranty period. Corporate devicesare built
according to a standard security configuration.

* T-Mobile has a formalized and documented Change Management policy. Changes
are formally documented and requests are reviewed by the Change Control Board to
ensure they meet business needs, are technically correct, and won’t adversely affect
services. Only changes approved by the Change Control Board are permitted (with
the exception of changes required to remedy a service outage). Managers
responsible for the system operations monitor those systems for unauthorized
changes to their environment. Configuration management policy states that all
proposed configuration changes must be because of a business need; be verifiedin
the lab environment; and follow Change Management procedures for introduction
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into the production networks.

o All network traffic is monitored. We have network intrusion detection systems and
monitoring capability in place with corresponding Incident Response Procedure that
specifies actions to take upon notification of a security event. Our vulnerability
scanning system is integrated within the Engineering networks with twice -monthly
scanning done. If vuinerabilities are found, they are reported to the appropriate
system owners. To ensure vulnerabilities have been addressed, follow-up testingis
conducted.

J T-Mobile requires segregation of duties, which includes prohibiting individuals from
approving their own access and requiring management-level approval of all access,
as well as reviewing and validating access requests. T-Mobile has a formal wireless
access policy mandating a standardized secure level of authentication and

encryption.

MA176-1 Wireless Data, Voice and Accessories RFP Attachment S: Security Disclosure Statement
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NASPO

ValuePoint

MA176-1
Wireless Data, Voice, and Accessories
Attachment V
Category 3 Subcategory Definitions

Item

Application

Definition

Fleet Management

Allows the management of tasks associated with managing a fleet of vehicles through
the use of telematics or remote sensing devices.

Mobile
Integration/Mobile
Substitution
Solutions

Network-based solutions that allow the integration of a user’s mobile device and
a desk phone, and provide a number of other business-oriented features.
As a minimum, solutions meeting this criteria will provide:

e Single Number Reach or the ability for a user to be reached at a single
business telephone number.

e (Calls to that single telephone number would ring at both the user’s desk
phone or mobile device either through simultaneous and/or sequential
ringing.

o Single Voicemail Box for calls to that single business number.
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NASPO

ValuePoint

MA176-1
Attachment W
Wireless Data, Voice and Accessories

Offeror Submission Sheet

Offeror Name: T-Mobile
Category (subcategory) Yes | No | Regional
_ Award?
Category 1: Wireless Voice and Data X N/A
Category 2: Wireless Accessories and Equipment e N/A

Category 3: Turnkey Wireless Solutions (Check this if any
subcategories below)

X

Category 3: Subcategory A: Fleet Management

Category 3: Subcategory C: Mobile Integration/Mobile Substitution
Solutions

X

MA176-1 Wireless Data, Voice and Accessories RFP Attachment W: Offeror Submission Sheet
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To: Kendall County Forest Preserve District Board of Commissioners

From: Stefanie Wiencke, Environmental Education and Special Projects Manager

Date:

May 17, 2022

RE: Natural Beginnings — Pilot Program Expansion

During the Committee of the Whole meeting held on May 10, 2022, the Committee discussed a
proposed pilot program expansion of the Natural Beginnings Early Learning Program’s mixed-

age MWF afternoon session. Staff recommends increasing participation from 12-students with
2-instructors to 18-students with 3-instructors.

The net gain over direct costs will be approximately $6,500, which takes into account the supply
increase discussed at the Committee of the Whole meeting:

KCFPD - Natural Beginnings

22-23 Program Year - Pilot Project

MWF PM Session Enrollment Increases

Lead

Recommendation:

Approve the MWF afternoon pilot program student enroliment increase, with an additional
instructor as presented.

Additional Total Cost
et '";g;"t“ Hours per (37- MREY | Frat-22 | Fy 2223
ry Week Weeks)
(houly)
37 weeks 14 12 $6,216 $909 $2,311 $4,814
ATl BE, Tuition Total | Registration | FY 21-22 | Fy2-23
Students
Revenue Offset 6 $2,160 $12,960 $900 $7,380 $6,480
Anticipated gain (FY22 +
FY23) $6,735
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